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Abstract 

Encryption is necessary to ensure the security of online communications. Many different methods 

of encryption are available. The Rivest–Shamir–Adleman (RSA) cryptosystem is a commonly 

used public-key cryptosystem that uses prime factorization with large numbers. This is known as 

a one-way function (OWF), since it is much easier to multiply two very large prime numbers than 

to factor the product of those numbers using conventional computers. Quantum computers will be 

able to perform the factoring much faster than conventional computers, thereby making the RSA 

cryptosystem insecure. An algorithm, known as Shor’s algorithm, has already been discovered that 

will be able to crack RSA encryption once quantum computing hardware is sufficiently developed. 

It is therefore important to formulate methods of post-quantum cryptography (PQC) to ensure the 

security of RSA encryption before quantum computers become widely operational. Since 2016 the 

National Institute of Standards and Technology (NIST) has been running a competition in which 

teams attempt to formulate PQC systems. As of 2022, there are four contenders remaining. All 

four use some form of lattice-based cryptography, which is thought to be safe even from quantum 

computers. No known conventional nor quantum algorithm yet exists that can crack lattice-based 

cryptosystems in less than polynomial time, making them NP-hard even for non-deterministic 

computers. As such, lattice-based cryptography is a good candidate for PQC. 

Keywords: modulus, RSA cryptosystem, qubit, Shor’s algorithm, post-quantum 

cryptography, lattice-based cryptography 
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Cryptography 

For as long as humans had need of information security, they have used cryptography 

(alternatively, cryptology). The threat posed by those who might exploit information, such as in 

politics, diplomacy, or war, necessitated various methods of concealing that information. The 

ancient Greeks, for instance, are thought to have used what is called a scytale, which is a ribbon 

containing letters that can wrap helically around an object of a particular diameter (Djekic, 2013). 

When wrapped around the object, the letters align so as to formulate words.  

Later inventions include substitution cyphers, such as the one purportedly used by Julius 

Caesar (hence the moniker Caesar cypher) that rotates the letters by a certain amount around the 

alphabet (Luciano, 1987). In such a scheme, the sender and receiver would know how much the 

letters are rotated and could therefore quickly decipher the message. The rotation measure, then, 

would be the secret key shared symmetrically between the sender and receiver.  

A Caesar cypher would not be terribly difficult for an eavesdropper to crack, if they knew 

about how the cypher works. Other forms of substitution cypher can be used, which do not simply 

rotate around the alphabet, but make rotations of rotations or more randomly substitute each letter, 

thereby making a brute force approach to cracking it much more difficult. This is where modern 

cryptography, invented by 8th and 9th century Arab scholars, took off (Khan D. , 1996; Singh, 

1999). For instance, the frequency analysis of Al-Kindi (Alkindus) in his ca. 850 C.E. treatise 

Deciphering Cryptographic Messages examined a message for how often certain letters show up 

and then compared that to how often letters show up in natural writing, thereby giving a good 

estimate of the substitution scheme being used (Al-Kadit, 1992; Al-Tayeb, 2003). 

As cryptography grows in sophistication, so do techniques for breaking the cryptosystem. 

This was never clearer than during World War II, when both sides, particularly the Allies, poured 
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a great deal of effort in breaking the cryptosystems of enemy communications. The work in 

Bletchley Park is renowned in practically mythological proportions among cryptanalysts and 

computer scientists, not only for how much determination was put into cracking the German 

Lorenz and Enigma codes (Turing, 1942), and the security measures employed, dubbed Ultra 

(Hinsley, 1993), to ensure the enemy did not suspect they were being eavesdropped upon, but also 

as the impetus for the invention of modern computers. Alan Turing, the father of modern 

computers, worked at Bletchley Park, and his work there motivated the invention of the lauded 

Turing machine, the template for modern computer programs (Turing, 1986; Turing, 2004). 

The first Data Encryption Standard (DES) for cryptography using computers was put forth 

by IBM in the 1970’s and accepted by NIST in 1977 (NIST, 1977). It has since been superseded 

multiple times (NIST, 1988; NIST, 1993; NIST, 1999) and then by Advanced Encryption Standard 

(AES) (Nechvatal, 2001; NIST, 2001). At the same time as the first DES, the Diffie-Hellman key 

exchange system and RSA cryptosystem came out in 1976 and 1977 respectively (Diffie & 

Hellman, 1976; Rivest, 1978; Singh, 1999). The sophistication of these cryptosystems is motivated 

by what is sometimes called Kerchkoffs’s Principle (named after Auguste Kerckhoffs who 

proposed it in 1883) or Shannon’s Maxim (put forth by Claude Shannon, regarded as the father of 

information theory, in the mid-20th century) (Kerckhoffs, 1883; Shannon, 1949; Khan D. , 1996). 

This is a precautionary principle that says one should always assume that an eavesdropper is 

capable of immediately understanding your cryptosystem. Or, put more pithily: “the enemy knows 

the system being used” (Shannon, 1949, p. 662). This principle is to ensure that the users of a 

cryptosystem are not overconfident that nobody could be listening in on communications, as is 

famously what happened with the Axis powers in World War II. 
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Abiding by this principle is why, although quantum computer technology is still in its 

infancy (Benioff, 1980; Feynman R. P., 1982; Feynman R. P., 1986), there has been a lot of 

emphasis put on coming up with cryptosystems that are secure against quantum computers (NIST, 

2022a). 

The primary advantage of quantum computing is the speed with which it can handle certain 

types of problems, able to arrive at solutions exponentially quicker than conventional computers 

(Feynman R. P., 1986; Nielsen & Chuang, 2000; Hidary, 2019). As a result, quantum computing 

promises both great benefits to scientific and technological progress, but it also poses many 

potential hazards. Quantum computing technology is rapidly developing (Arute, 2019; Chan, 

2019; HPC Wire, 2022; Rolston-Duce, 2022) (Figure 1), and as such, if cryptography is to remain 

secure, it will need to do two things: 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1: growth of quantum volume (QV) (Cross, 2019; Smith-Goodson, 2019) for the IBM 

Quantinuum H-Series (Rolston-Duce, 2022). 
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1) Use cryptographic algorithms that cannot be cracked by an eavesdropper using a 

quantum computer (or conventional computer) in any practical amount of time. In other 

words, it must be secure. 

2) Be able to be decrypted by the legitimate senders and receivers who possess the 

relevant keys fast enough to be practical as a cryptosystem. In other words, it must be 

practicable. 

In what follows, I will discuss why our current cryptosystems are insecure against quantum 

computing by examining the popular RSA cryptosystem and how Shor’s algorithm used on a 

quantum computer can break RSA. Then I will discuss the potential solutions to this problem in 

the NIST competition for what is known as post-quantum cryptography (PQC). 

RSA Encryption 

Current cryptosystems are predicated on the idea of one-way functions (OWF), which are 

easy to compute in one direction but extremely difficult to do the inverse calculation (Goldreich, 

2001). One way in which quantum computing poses a risk is that its ability to rapidly compute 

difficult problems, such as the inverse of OWF’s, stands to make our current methods of encryption 

obsolete (Mermin, 2006; Houston-Edwards, 2017b). A popular method of OWF encryption is what 

is known as public-key cryptography (Rivest, 1978; Stallings, 1990). In public-key cryptography, 

a public key is shared between two people, say Alice and Bob, who want to pass messages to one 

another. The public key is set by Alice, who also has a private key that is kept secret. Bob can then 

encrypt his message with Alice’s public key and send it to her. Anyone else who intercepts the 

message will not be able to decrypt it since it requires both the public and private keys to decrypt. 

When Alice receives it, however, she can decrypt the message using her private key. 
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A common public-key cryptosystem is the RSA (Rivest–Shamir–Adleman) cryptosystem 

(Rivest, 1978), which uses prime factorization with very large numbers as its OWF. This is done 

in the following way (Houston-Edwards, 2017a; Houston-Edwards, 2017b). We have our two 

people, Alice and Bob, where Bob wants to send a secure message to Alice. As discussed, in order 

to do this, Bob must have the public key set by Alice. The public key consists of two numbers 

denoted 𝑛 and 𝑒. The number 𝑛 is the product of two large primes 𝑝 and 𝑞 such that 

𝑛 = 𝑝𝑞 

This number 𝑛 will be used as the modulus for Alice’s public key. The modulus is a concept in 

modular arithmetic, which is essentially cyclical arithmetic, like on a clock. A clock is a mod 12 

system. What this means is, say it is 2 o’clock. What time will it be after nine hours? It will be 

2 + 9 = 11 mod 12 

That is the same as in normal arithmetic. But what about if it is 2 o’clock and then eleven hours 

pass? Then we will have 

2 + 11 = 1 mod 12 

We have cycled back around and started over from one. This cyclical behavior works for any 

modulus, where, for instance, if we have a mod 5 the cycle goes from 0 to 4 (it is usually standard 

to begin from 0 instead of 1) and so  

5𝑧 = 0 mod 5        𝑧 = 1, 2, 3, … 

The same would work for any modulus 𝑁 so that 

𝑁𝑧 = 0        𝑁, 𝑧 = 1, 2, 3, … 

In our modular arithmetic, we can still do multiplication and exponentiation. So, for 

instance, in our mod 5 system, we can do 

3 × 2 = 1 mod 5  
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3 × 3 = 4 mod 5  

3 × 4 = 2 mod 5 

And for 𝑥𝑘 = 𝑦 mod 𝑁 with 𝑁 = 5 

42 = 1 mod 5  

26 = 4 mod 5   

195 = 4 mod 5 

An interesting property with prime numbers is that if we have the greatest common divisor 

of 𝑥 and 𝑁, denoted g. c. d. (𝑥, 𝑁) = 1, then 𝑥 and 𝑁 are said to be coprime or relatively prime. If 

we choose an 𝑥 and 𝑁 that are coprime, then when we raise 𝑥 to successive positive integer powers 

𝑘 we get a repeating pattern. If we use, say, 𝑥 = 2 and 𝑁 = 7 we get Table 1. 

Table 1: Periodicity of 𝟐𝒌 = 𝒃 𝐦𝐨𝐝 𝟕 

21 = 2 

22 = 4 

23 = 8 

24 = 16 

25 = 32 

26 = 64 

27 = 128 

28 = 256 

29 = 512 

21 = 2 mod 7 

22 = 4 mod 7 

23 = 1 mod 7 

24 = 2 mod 7 

25 = 4 mod 7 

26 = 1 mod 7 

27 = 2 mod 7 

28 = 4 mod 7 

29 = 1 mod 7 

 

In general, we have that if 𝑥 and 𝑁 are coprime, then this will work for all 

𝑥𝑘 mod 𝑁 

Observe that in the example in Table 1 we have the repeating pattern of 2, 4, 1, with a 

period of three. Importantly, it is also the case that the last number in the period will always be 1 

when 𝑥 and 𝑁 are coprime. The length of the period 𝑟 will be a signature of the particular 𝑥 and 𝑁 

such that  

𝑥𝑟 ≡ 1 mod 𝑁 
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For now, this appears an interesting curiosity, but it will become important later when I 

cover Shor’s algorithm (Shor, 1994). Let us get back to Alice and Bob sending encrypted messages 

using the RSA cryptosystem. 

I said Alice generated a number 𝑛 which was obtained from 𝑛 = 𝑝𝑞 and will be used as 

the modulus for her encryption. First, she needs a number 𝑒 which falls between 1 and 𝜆(𝑛)  

1 < 𝑒 < 𝜆(𝑛) 

Where 𝑒 and 𝜆(𝑛) are coprime, i.e., the greatest common divisor g. c. d. (𝑒, 𝜆(𝑛)) = 1. The number 

𝜆(𝑛) is called the Carmichael's totient function (Carmichael, 1910) and is the smallest positive 

integer 𝑚 such that 

𝑎𝑚 ≡ 1 (mod 𝑛) 

Meaning that 𝑎𝑚 and 1 congruent modulo 𝑛 and that 𝑎 and 𝑛 are coprime, which means that 

𝑎𝑚 = 𝑘𝑛 + 1 

And g. c. d. (𝑎, 𝑛) = 1. As an example, we have for 𝑛 = 5 that 𝜆(𝑛) = 𝑚 ⟶ 𝜆(5) = 4 since the 

set of numbers 𝑎 that are coprime with 5 is 𝑎 ∈ {1, 2, 3, 4} and 

14 = 1 ≡ 1 (mod 5) ⟶ 1 = 𝑘5 + 1 ⟶ 𝑘 = 0 

24 = 16 ≡ 1(mod 5) ⟶ 1 = 𝑘5 + 1 ⟶ 𝑘 = 3 

34 = 81 ≡ 1 (mod 5) ⟶ 1 = 𝑘5 + 1 ⟶ 𝑘 = 16 

44 = 256 ≡ 1 (mod 5) ⟶ 1 = 𝑘5 + 1 ⟶ 𝑘 = 51 

If we had 𝑚 = 3 or 𝑚 = 2 then it would not satisfy the (mod 5) criteria, and so 𝑚 = 4 is the 

smallest positive integer that satisfies 𝑎𝑚 ≡ 1 (mod 𝑛) for 𝑛 = 5. Alice now has the public key 

of 𝑛 and 𝑒, but still needs something for a private key. This is denoted as 𝑑 and is calculated as 

𝑑 ≡ 𝑒−1 (mod 𝜆(𝑛)) 

In other words, it is the modular multiplicative inverse of 𝑒 modulo 𝜆(𝑛), which means that  
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𝑑𝑒 ≡ 1 (mod 𝜆(𝑛)) 

 Which gives us 

(𝑚𝑒)𝑑 = 𝑚 (mod 𝑛) 

Now, after all this, Alice has 𝑛 and 𝑒 as her public key (think 𝑒 for encryption), and 𝑑 and 

the private key (think 𝑑 for decryption). And so, when Bob wants to send an encrypted message 

𝑀 to Alice, he can use Alice’s public key (𝑒, 𝑛) and, using Optimal Asymmetric Encryption 

Padding (OAEP) (Bellare M. a., 1995; RSA Laboratories, 1999) to turn his message 𝑀 into an 

integer 𝑚, and then encrypt it 

𝑐 ≡ 𝑚𝑒 (mod 𝑛) 

And then Alice, upon receiving the ciphertext 𝑐 can decrypt it with her private key 𝑑 to retrieve 

the integer 𝑚 

𝑐𝑑 = (𝑚𝑒)𝑑 = 𝑚 (mod 𝑛) 

As a simple example, we can use the prime numbers 

𝑝 = 5, 𝑞 = 7 

Giving us 𝑛 of 

𝑛 = 𝑝𝑞 = 5 × 7 = 35 

And then 𝜆(𝑛) is the lowest common multiple (l. c.m. ) of one less than our our prime numbers, 

i.e., 𝑝 − 1 and 𝑞 − 1, and is 

𝜆(𝑛) = l. c.m. (𝑝 − 1, 𝑞 − 1) 

𝜆(35) = l. c. m. (5 − 1, 7 − 1) = l. c.m. (4, 6) = 12 

We then find an 𝑒 that is both less than and coprime to 12, which can be any number 

between 1 and 12 that does not have a common divisor other than 1 with 12. It is often best to use 

a prime number, since then we already know that it is only divisible by 1, meaning we only need 
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to show that 𝜆(35) = 12 is not divisible by our 𝑒. It is also possible to simply use 𝜆(35) − 1 which 

for us is 11, which also happens to be prime (this may not always occur). We can thus use 

𝑒 = 11 

We then must find the modular multiplicative inverse of 𝑒, which in this case also happens to be 

𝑒−1 = 𝑑 = 11 

Since 

𝑒 × 𝑑 ≡ 1 (mod 12) 

11 × 11 = 121 = 1 (mod 12) 

Where we end up with a remainder of 1 after division by the modulus 

121

12
= 10 R 1 

The public key is then (𝑒, 𝑛) = (11, 35) and the message is 

𝑐 = 𝑚11 (mod 35) 

And the private key of 𝑑 = 11 gives the decryption 

𝑚 = 𝑐11 (mod 35) 

Say we want to encrypt the number 𝑚 = 23, we then do 

𝑐 = 2311 (mod 35) 

𝑐 = 32 

And then to decrypt we do 

𝑚 = 3211 (mod 35) 

𝑚 = 23 

Which gives us back our original number. 

 In practice, Alice would use prime numbers 𝑝 and 𝑞 that are much larger, making prime 

factorization of 𝑛 extremely difficult, i.e., much more difficult than the prime factorization of 35 
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into 5 and 7. It is the difficulty of prime factorization that makes decryption without both the public 

and private keys exceedingly difficult for a conventional computer using brute force algorithms.  

Quantum Computation 

Since 2015, the National Institute of Standards and Technology (NIST) has recommended 

that the modulus for the RSA key length be 2048 bits (Barker & Dang, 2015), which is a number 

with some 617 digits. The record for cracking an RSA key was set in 2020, with a key length of 

829 bits, a 250-digit number, which took 2700 core-years using Intel Xeon and the general number 

field sieve algorithm (Zimmermann, 2020; Lenstra, 1993). Using a conventional computer, 

cracking a 2048-bit RSA key could take millions of years using the general number field sieve 

algorithm, and much longer using brute force tactics. 

Quantum computers, on the other hand, can make such computations much faster. In 

quantum computing, instead of using 0 and 1 as the states of the logic gate, it uses a unit vector in 

complex 2D Hilbert space (Hilbert D. R., 2009; Hilbert D. R., 1928). This can be given in Dirac 

bra-ket notation (Dirac, 1939; Dirac, 1958) as a linear combination of states as follows 

|Ψ⟩ = 𝛼|0⟩ + 𝛽|1⟩ = (
𝛼
𝛽) 

Where the coefficients 𝛼, 𝛽 ∈ ℂ and are 

normalized so that 𝛼𝛼∗ + 𝛽𝛽∗ = 1 (the 

superscript * indicates complex conjugate) and the 

ket vectors |0⟩ and |1⟩ are orthonormal bases such 

that 

|0⟩ = (
1
0
)      |1⟩ = (

0
1
) 

 

 

 

 

 

 

 

 

 

Figure 2: Bloch Sphere. Source: Wikimedia 

Commons  
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This vector can be 

represented as in Figure 2 in 

what is called a Bloch sphere 

(Bloch, Nuclear Induction, 

1946; Feynman R. P., 1957; 

Bloch & Rabi, 1945; Stroud, 

1972), with 

|Ψ⟩ = cos (
휃

2
) |0⟩ + 𝑒𝑖𝜑 sin (

휃

2
) |1⟩ 

The 𝑒𝑖𝜑 is a phase factor which does not affect the global probability amplitude (see Appendix C 

for how this is carried out on an actual quantum computer). And so, the Bloch spheres for the zero-

superposition and uniform superposition would look like Figure 3. 

To perform the computations, the quantum computer uses the superposition of the quantum 

system, called a qubit (portmanteau of quantum bit). This is done essentially by preparing the 

quantum system in a superposition of all states and then using a quantum algorithm to destructively 

interfere with “incorrect” states (i.e., states that represent the incorrect solution to the problem) 

until only the state representing the correct solution remains (Figure 4).  

We can 

think of it like 

this. If we want 

to find a factor 

of 𝑛 with a 

conventional 

computer, we 

 

 

 

 

 

 

Figure 3: Single-qubit Bloch sphere: (a) the zero superposition states, 

|0⟩ and |1⟩, and (b) the uniform superposition states. In (b) the 

phase of the state does not affect the amplitude. Source: (Wie, 2020) 

 

 

 

 

 

 

 

Figure 4: Quantum computation as an interference generation process. Source: 

(Qiskit, Quantum computing in a nutshell, 2022a) 
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could use a brute force method. This means that our computer would see if 2 divides 𝑛, and if that 

does not work, it would then check if 3 divides 𝑛, and if that does not work, it would check if 4 

divides 𝑛, and so on up to 𝑛 − 1 or whenever the computer found a number that divided 𝑛. 

We could instead have multiple computers, perhaps even up to 𝑛 − 1 computers, working 

in parallel, each one checking to see if its single assigned number divides 𝑛. This obviously 

becomes extremely computationally expensive when we have 𝑛 with 600+ digits, since there are 

not enough computers in the universe to do this. 

Enter the quantum computer. Since a qubit is a linear combination of multiple states, it can 

essentially hold all the possible solutions for factors of 𝑛 all at once (Houston-Edwards, 2017b). 

|𝑛⟩ =
1

√𝑛
∑|𝑝 = 𝑖⟩

𝑛−1

𝑖=1

=
1

√𝑛
|𝑝 = 1⟩ +

1

√𝑛
|𝑝 = 2⟩ +

1

√𝑛
|𝑝 = 3⟩ + ⋯+

1

√𝑛
|𝑝 = 𝑛 − 1⟩ 

Where each |𝑝 = 𝑖⟩ is a possible factor for 𝑛 = 𝑝𝑞. The problem is that when we measure our 

system, there is a 1 𝑛⁄  chance of randomly getting one of the states, making it no better (and 

perhaps worse) than the brute force method with conventional computers. This means we need 

some way of amplifying the |𝑝 = 𝑖⟩ that has the correct value for 𝑖 while removing those states 

that do not have the correct value for 𝑖. Doing this will use what is called the quantum Fourier 

transform (QFT) which will be discussed later (Coppersmith, 1994). 

A single qubit is not enough for most quantum calculations, and so quantum entanglement 

is exploited to generate a much larger space of possible quantum states (Bernhardt, 2019; Qiskit, 

2022a). Effectively what this means is that we cannot differentiate the state of one quantum system 

from another (the state is described by a single Hamiltonian), and so for two particles that we can 

call particle 𝐴 and particle 𝐵 we get the entangled quantum state denoted by |𝐴⟩⨂|𝐵⟩ where ⨂ is 

the tensor product of our two Hilbert spaces 𝐻𝐴 and 𝐻𝐵. More explicitly, this gives us 
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|𝐴⟩⨂|𝐵⟩ = [𝑎0|0⟩
𝐴 + 𝑎1|1⟩

𝐴]⨂[𝑏0|0⟩
𝐵 + 𝑏1|1⟩

𝐵] 

Where 𝑎0, 𝑎1, 𝑏0, 𝑏1 are probability amplitudes. When we “FOIL” it out we get 

|𝐴⟩⨂|𝐵⟩ = 𝑎0𝑏0|0⟩
𝐴⨂|0⟩

𝐵 + 𝑎0𝑏1|0⟩
𝐴⨂|1⟩

𝐵 + 𝑎1𝑏0|1⟩
𝐴⨂|0⟩

𝐵 + 𝑎1𝑏1|1⟩
𝐴⨂|1⟩

𝐵 

We can set the probability amplitude products equal to a single letter 

𝑝 = 𝑎0𝑏0, 𝑞 = 𝑎0𝑏1, 𝑟 = 𝑎1𝑏0, 𝑠 = 𝑎1𝑏1 

And to simplify the notation I will suppress the ⨂, giving us 

|𝐴⟩|𝐵⟩ = 𝑝|0⟩
𝐴
|0⟩

𝐵 + 𝑞|0⟩
𝐴
|1⟩

𝐵 + 𝑟|1⟩
𝐴
|0⟩

𝐵 + 𝑠|1⟩
𝐴
|1⟩

𝐵 

|𝐴⟩|𝐵⟩ = (

𝑝
𝑞
𝑟
𝑠

) 

As before, we have that 𝑝𝑝∗ + 𝑞𝑞∗ + 𝑟𝑟∗ + 𝑠𝑠∗ = 1. But we also have that if the two 

particles are not entangled, then 𝑝𝑠 = 𝑞𝑟, but if they are entangled, then 𝑝𝑠 ≠ 𝑞𝑟 since 

𝑞|0⟩
𝐴
|1⟩

𝐵 + 𝑟|1⟩
𝐴
|0⟩

𝐵 represents that the particles cannot be differentiated from each other (i.e., 

it could be that particle 𝐴 is in state |0⟩ and particle 𝐵 is in state |1⟩, or it could be the other way 

around). 

 With two particles 𝐴 and 𝐵, they each have their own 2D Hilbert space 𝐻𝐴 and 𝐻𝐵, so the 

tensor product of these two spaces is a 4D space with the basis 

(

1
0
0
0

) , (

0
1
0
0

) , (

0
0
1
0

) , (

0
0
0
1

) 

Giving the 4 × 4 identity matrix 

(

1 0
0 1

0 0
0 0

0 0
0 0

1 0
0 1

) 



17 
 

We can make the Controlled NOT (CNOT) quantum gate (equivalent of exclusive OR gate, 

i.e., XOR gate, see Appendix A for more on quantum gates) (Barenco, 1995; Nielsen & Chuang, 

2000) by switching the last two columns 

(

1 0
0 1

0 0
0 0

0 0
0 0

0 1
1 0

) 

What this allows us to do is entangle an unentangled pair of electrons |𝐴⟩ and |𝐵⟩. If we 

have our unentangled pair of electrons as 

|𝐴⟩ ⊗ |𝐵⟩ =
1

√2
[
1
1
] ⊗ [

1
0
] =

1

√2
[

1
0
1
0

] =

[
 
 
 
 
1

√2
⁄

0
1

√2
⁄

0 ]
 
 
 
 

 

If we label the elements of the vector with our 𝑝, 𝑞, 𝑟, 𝑠 such that |𝐴⟩|𝐵⟩ = [

𝑝
𝑞
𝑟
𝑠

], then in the above 

we have that 𝑝𝑠 = 𝑞𝑟, meaning they are not entangled. Then using the CNOT gate we get 

(

1 0
0 1

0 0
0 0

0 0
0 0

0 1
1 0

)

[
 
 
 
 
1

√2
⁄

0
1

√2
⁄

0 ]
 
 
 
 

=

[
 
 
 
 
1

√2
⁄

0
0

1
√2

⁄ ]
 
 
 
 

 

Where now we see that 𝑝𝑠 ≠ 𝑞𝑟, meaning our particles are entangled. 

Entanglement increases the number of particles in a quantum register and allows for a 

greater number of possible states of the system (IBM, 2022). For instance, if our register has three 

entangled particles, then we have (Qiskit, 2022a) 

|𝐴⟩ ⊗ |𝐵⟩ ⊗ |𝐶⟩ = [𝑎0|0⟩
𝐴 + 𝑎1|1⟩

𝐴]⨂[𝑏0|0⟩
𝐵 + 𝑏1|1⟩

𝐵]⨂[𝑐0|0⟩
𝐵 + 𝑐1|1⟩

𝐵] 
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|𝐴⟩ ⊗ |𝐵⟩ ⊗ |𝐶⟩ =

(

 
 
 
 
 
 

𝑎0𝑏0𝑐0

𝑎0𝑏0𝑐1

𝑎0𝑏1𝑐0

𝑎0𝑏1𝑐1

𝑎1𝑏0𝑐0

𝑎1𝑏0𝑐1

𝑎1𝑏1𝑐0

𝑎1𝑏1𝑐1)

 
 
 
 
 
 

 

And in general, for 𝑛 qubits in the quantum register there will be 2𝑛 probability amplitudes.  

The same method of destructive interference discussed above is used on the register, but it 

allows for computations on problems containing much more information. Think of it like this: a 

conventional computer with 64-bits can perform computations with larger numbers than a 32-bit 

conventional computer, so a 2-qubit quantum computer would be able to perform computations on 

larger numbers than a 1-qubit quantum computer. Quantum computations make quantum 

computers significantly faster at solving certain kinds of problems than conventional computers 

(Figure 5). This means that once quantum computers are sufficiently advanced (Arute, 2019), the 

use of algorithms like that of Peter Shor (Shor, 1994; Mermin, 2006) will make RSA (Rivest–

 

 

 

 

 

 

 

 

 

 

Figure 5: Number of operations required to crack RSA cryptosystem as a function of the number of 

digits in the modulus. Source: (IBM Quantum, 2022) 
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Shamir–Adleman) cryptosystems (Rivest, 1978) insecure. This is because quantum computers can 

solve the prime factorization with many fewer operations than conventional computers. 

Shor’s Algorithm 

Here is how Shor’s algorithm works (Houston-Edwards, 2017b; Mermin, 2006; Qiskit, 

2022c). Say Bob wants to send an encrypted message to Alice. To do this, Alice shares her public 

key with Bob, which contains the modulus 𝑛, as discussed above. Since this is part of the public 

key, a hacker Eve can gain access to it. Because Alice and Bob are using the RSA cryptosystem, 

Eve knows that their 𝑛 is equal to the product of two prime numbers 𝑝 and 𝑞 such that 

𝑛 = 𝑝𝑞 

The first thing Eve will do is pick a number 1 < 𝑎 < 𝑛 that is coprime to 𝑛, meaning that 

the greatest common divisor is 1, i.e., g. c. d. (𝑎, 𝑛) = 1. This can be done using the Euclidean 

algorithm (Khan S. , 2013; Zhou, 2010). If Eve finds that g. c. d. (𝑎, 𝑛) > 1 then 𝑎 is a factor of 𝑛 

and Eve has succeeded. However, if g. c. d. (𝑎, 𝑛) = 1 then Eve will need to do more work. 

The next step is to compute the period 𝑟 of 𝑎 mod 𝑛. Remember, the period is how many 

times the computation is repeated before the remainder gets back to one, i.e., that 𝑎𝑟 = 1 mod 𝑛. 

Let us say, for instance, that we have 𝑛 = 35 and we use 𝑎 = 8, since those are coprime. We find 

that  

81 = 8 mod 35, 82 = 29 mod 35, 83 = 22 mod 35, 84 = 1 mod 35 

And so, Eve finds that the period is 𝑟 = 4. Eve will need to have 𝑟 be even for this to work out, 

and so if 𝑟 ends up being odd, Eve will have to go back and pick a different 𝑎. In this case, Eve 

was lucky the first time and got an even number 𝑟. The reason for this is because we will need to 

factor out 𝑎𝑟 and so will need 𝑎𝑟 2⁄  to proceed. Eve will also need to know that 

𝑎𝑟 2⁄ + 1 ≢ 0 mod 𝑛 



20 
 

If this is not satisfied, Eve will again have to go back and pick a different 𝑎. 

Next, Eve can use the fact that she knows 

𝑎𝑟 ≡ 1 mod 𝑛 

To find 

𝑎𝑟 − 1 ≡ 0 mod 𝑛 

Which means that 𝑎𝑟 − 1 is a multiple of 𝑛 such that 

𝑎𝑟 − 1 = 𝑘𝑛 

Eve can then factor 𝑎𝑟 − 1 to obtain 

𝑎𝑟 − 1 = (𝑎𝑟 2⁄ − 1)(𝑎𝑟 2⁄ + 1) 

And use that 𝑛 = 𝑝𝑞 to get 

(𝑎𝑟 2⁄ − 1)(𝑎𝑟 2⁄ + 1) = 𝑘𝑝𝑞 

Which means 

𝑘 =
(𝑎𝑟 2⁄ − 1)(𝑎𝑟 2⁄ + 1)

𝑝𝑞
 

Which tells Eve that 𝑝 divides one of the two parentheses in the numerator and 𝑞 divides the other 

one. The reason we needed 𝑎𝑟 2⁄ + 1 ≢ 0 mod 𝑛 was to ensure that 𝑝 divides only one of them 

and 𝑞 divides only one of them. In other words, Eve can safely say that 

𝑝 = g. c. d. ((𝑎𝑟 2⁄ − 1), 𝑛) , 𝑞 = g. c. d. ((𝑎𝑟 2⁄ + 1), 𝑛) 

Using the example of 𝑛 = 35 and 𝑎 = 8 we have that 

84 ≡ 1 mod 35 

84 − 1 ≡ 0 mod 35 

84 − 1 ≡ 35𝑘          𝑘 ∈ ℤ 

(82 − 1)(82 + 1) = 𝑘𝑝𝑞 
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And so 

𝑝 = g. c. d. ((82 − 1), 35), 𝑞 = g. c. d. ((82 + 1), 35) 

𝑝 = g. c. d. (63, 35) = 7   

𝑞 = g. c. d. (65, 35) = 5 

With 7 and 5 being the two prime numbers that multiply together to get 35. 

 In practice, if Eve is using a conventional computer, she will find that obtaining the period 

𝑟 is computationally extremely difficult and time consuming. But if Eve has a quantum computer, 

she will be able to find 𝑟 much faster. This is where Shor’s algorithm really comes into play. 

As discussed earlier, when using a quantum computer, the different potential factors of 𝑛 

are represented in the superpositions of the qubits. When measuring the system there will be an 

equal probability of finding one of the states. As such, there needs to be a way of amplifying the 

components of the superpositions representing the correct factors of 𝑛 and reducing those that are 

incorrect factors. This is done using the quantum Fourier transform (QFT) (Coppersmith, 1994; 

Qiskit, 2022b). 

To understand QFT we first need to discuss the Hadamard gate (Sylvester, 1867; 

Hadamard, 1893), which is a 1-qubit QFT (Appendix A). Earlier I described the CNOT gate, 

which is a type of quantum gate. The Hadamard gate is another quantum gate and is represented 

by the matrix 

𝐻 =
1

√2
(
1 1
1 −1

) 
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What the 

Hadamard gate 

does is switch 

from the 𝑧-basis 

to the 𝑥-basis on 

the Bloch sphere 

(Figure 6). Recall 

that the 𝑥-basis 

represented the 

phase (Figure 3). This means, similar to a typical Fourier transform, it is transforming from one 

domain to another, in this case from what is called the counting basis (or the 𝑧-basis) into the 

Fourier basis (or the 𝑥-basis).  

 The QFT works much the same way, except now it is doing it with multiple qubits, which 

cannot really be illustrated with a Bloch sphere. The QFT is given by (Qiskit, 2022b) 

𝜙𝑘 =
1

√𝑁
∑ 𝜓𝑗𝑒

𝑖2𝜋(𝑗𝑘) 𝑁⁄

𝑁−1

𝑗=0

 

Where 𝜙𝑘 are our vector components in the Fourier basis, 𝜓𝑗 are our vector components in the 

counting basis, and 𝑒𝑖2𝜋(𝑗𝑘) 𝑁⁄  indicates a number of phase shifts. We can look at how this works 

for the Hadamard gate for a single qubit |Ψ⟩ = 𝛼|0⟩ + 𝛽|1⟩ where 𝜓0 = 𝛼, and 𝜓1 = 𝛽, and 𝑁 =

2 so that 

𝜙0 =
1

√2
[𝛼𝑒𝑖2𝜋(0×0) 2⁄ + 𝛽𝑒𝑖2𝜋(1×0) 2⁄ ] =

1

√2
[𝛼 + 𝛽] 

𝜙1 =
1

√2
[𝛼𝑒𝑖2𝜋(0×1) 2⁄ + 𝛽𝑒𝑖2𝜋(1×1) 2⁄ ] =

1

√2
[𝛼 − 𝛽] 

 

 

 

 

 

 

 

 

Figure 6: (a) Qubit in superposition of |0⟩ and |1⟩. (b) One qubit Hadamard gate acting 

on an initial qubit. After each operation superposition of states are obtained, all of 

them containing all possible combinations of states. Source: (Moreno-Pineda, 2017) 
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Giving 

|Ψ𝐹𝑜𝑢𝑟⟩ =
1

√2
[𝛼 + 𝛽]|0⟩ +

1

√2
[𝛼 − 𝛽]|1⟩ =

1

√2
(
𝛼 + 𝛽
𝛼 − 𝛽

) 

Which is the same as using the Hadamard operator 

1

√2
(
1 1
1 −1

) (
𝛼
𝛽) =

1

√2
(
𝛼 + 𝛽
𝛼 − 𝛽

) 

For larger systems, just a single Hadamard gate will not suffice, and so we also need the 

phase gate, called the controlled rotation or CROT, which is 

𝑅𝑛 = (
1 0
0 𝑒𝑖2𝜋 𝑁⁄ ) 

Which gives the QFT in general for 𝑁 = 2𝑛 as 

𝑄𝐹𝑇|𝜙⟩ =
1

√𝑁
∑ 𝑒𝑖2𝜋(𝜙𝜓) 𝑁⁄ |𝜓⟩

𝑁−1

𝜓=0

 

=
1

√𝑁
∑ 𝑒𝑖2𝜋(𝜙𝜓) 2𝑛⁄ |𝜓⟩

𝑁−1

𝜓=0

 

=
1

√𝑁
∑ 𝑒𝑖2𝜋𝜙(∑ 𝜓𝑘 2𝑘⁄𝑛

𝑘=1 )|𝜓1, 𝜓2, … , 𝜓𝑛⟩

𝑁−1

𝜓=0

 

=
1

√𝑁
∑ ∏𝑒𝑖2𝜋𝜙𝜓𝑘 2𝑘⁄ |𝜓1, 𝜓2, … , 𝜓𝑛⟩

𝑛

𝑘=1

𝑁−1

𝜓=0

 

=
1

√𝑁
⊗𝑘=1

𝑛 (|0⟩ + 𝑒𝑖2𝜋𝜙 2𝑘⁄ |1⟩) 

=
1

√𝑁
(|0⟩ + 𝑒𝑖2𝜋𝜙 21⁄ |1⟩) ⊗ (|0⟩ + 𝑒𝑖2𝜋𝜙 22⁄ |1⟩) ⊗ …⊗ (|0⟩ + 𝑒𝑖2𝜋𝜙 2𝑛−1⁄ |1⟩) ⊗ (|0⟩ + 𝑒𝑖2𝜋𝜙 2𝑛⁄ |1⟩) 
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Where we can see that |0⟩ does not change but |1⟩ is 

rotated (counterclockwise) around the 𝑧-axis. 

Now, with these rotations, we can exploit the 

roots of unity found in complex analysis (Figure 7). 

While in the Fourier basis, for each qubit in our 

register, we rotate the vector once, with each qubit 

rotating by an angle determined by the roots of unity. 

For instance, if we have four qubits, one will remain 

where it is (𝑁 = 1), one will oscillate back and forth 

(𝑁 = 2), one will make rotations of 120° (𝑁 = 3), 

and the last will make rotations of 90° (𝑁 = 4). It 

does one of these rotations for each of the terms of 

our linear combination (i.e., each component of our superposition). When it lands on the final 

member of the period, i.e., 𝑎𝑘 ≡ 1 mod 𝑛, we stop and measure which direction the vector is 

pointing (i.e., what the phase is). Whichever root of unity is equal to the period 𝑟 will be the one 

that does not end up back at the starting point when a period is over. 

As an example, let us look at 𝑎 = 2 and 𝑛 = 7. For this, our superposition will be 

∑ 𝑎𝑘 mod 7

𝑛

𝑘=1

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 7: Roots of unity. Source: (Olson, 

2014)  
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This is a simple case, so we know that the 

period will repeat 2, 4, 1 over and over again, 

giving us 𝑟 = 3. But let us look at it with our 

algorithm. With the 𝑁 = 2, 3, 4 roots of unity 

(skipping the trivial case of 𝑁 = 1) we find 

that the 𝑁 = 2 and 𝑁 = 4 cancel out while the 

𝑁 = 3 amplifies because they point in the 

same direction (Figure 8). For 𝑎𝑘 mod 7 all 

rotations around the roots of unity will cancel 

out except for 𝑁 = 3, which will be 

amplified, telling us that our period is 𝑟 = 3. 

Now, equipped with the period, our hacker 

Eve would be able to discover (𝑎𝑟 2⁄ − 1)(𝑎𝑟 2⁄ + 1) = 𝑘𝑝𝑞 and obtain 𝑝 and 𝑞. 

Lattice-Based Cryptography 

Once quantum computer technology arrives at the point where it is able to run Shor’s 

algorithm, the RSA cryptosystem will be insecure (Shor, 1994; Mermin, 2006; IBM Quantum, 

2022; Qiskit, 2022c). This demands the development of new cryptosystems to protect against these 

vulnerabilities. The National Institute of Standards and Technology (NIST) has been running a 

competition in which groups come up with post-quantum cryptography (PQC) algorithms, such as 

the McEliece cryptosystem (McEliece, 1978) and Lattice based cryptography (Ajtai M. , 1996; 

Ajtai M. a., 1997; Regev, 2005; Hoffstein, 1998; Kwiatkowski, 2019). As of 2022, there are four 

selected algorithms still in the running (NIST, 2022a). 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 8: Rotations for roots of unity 𝑁 = 2, 3, 4 
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Lattice based cryptography uses the fact that finding the smallest non-zero vector in an 𝑛-

dimensional lattice is extremely difficult, even for a quantum computer (Regev, 2005). This is 

known as the SVP or the Shortest Vector Problem (van Emde Boas, 1981; Manohar, 2016; 

Nguyen, 2010). See Appendix B for a more in-depth review of the mathematical background, but 

I will explain it here briefly. Say we have a vector space 𝑉 with the Euclidean norm ℓ2 and a basis 

in ℝ𝑚 that is 

ℒ(𝑏1, 𝑏2, … , 𝑏𝑛) = {∑ 𝑣𝑏𝑖

𝑛

𝑖=1
∶ 𝑣 ∈ ℤ} 

With our basis 𝑏1, 𝑏2, … , 𝑏𝑛 in 𝑚 dimensions such that 

𝑏1 =

(

  
 

𝑒1
1

𝑒1
2

𝑒1
3

⋮
𝑒1

𝑚)

  
 

, 𝑏1 =

(

  
 

𝑒2
1

𝑒2
2

𝑒2
3

⋮
𝑒2

𝑚)

  
 

, … , 𝑏𝑛 =

(

 
 

𝑒𝑛
1

𝑒𝑛
2

𝑒𝑛
3

⋮
𝑒𝑛

𝑚)

 
 

 

And 𝑚 ≥ 𝑛. For our purposes we can use the case where 𝑚 = 𝑛 and therefore [𝑏1, 𝑏2, … , 𝑏𝑛] is a 

square matrix that we can write as 

𝐆 = [𝑏1, 𝑏2, … , 𝑏𝑛] ∈ ℝ𝑛×𝑛 

Where ℝ𝑛×𝑛 is the set of all real-numbered 𝑛 × 𝑛 matrices. Our lattice is then 

ℒ(𝐆) = {𝐆𝑥1≤𝑖≤𝑛 ∶ 𝑥1≤𝑖≤𝑛 ∈ ℤ𝑛} 

And so, a lattice would be  

Λ = {(𝑥1, 𝑥2) ∶ 𝑥1, 𝑥2 ∈ ℤ} 

Which is the points in 2D Euclidean space ℝ2 with integer coordinates, which have basis 

𝑏1 = (
1
0
) , 𝑏2 = (

0
1
) 

And so 

𝐆𝟏 = (
1 0
0 1

) 
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But we could also have used 𝑏1 = (
1
0
) , 𝑏2 = (

1
1
) giving us 

𝐆𝟐 = (
1 1
0 1

) 

Which would give us the same 

lattice (Figure 9). Indeed, it is 

the case that every lattice with 

a rank of 𝑛 ≥ 2 can have 

infinitely many bases 

(Nguyen, 2010; Manohar, 2016). The bases are found when the fundamental parallelepiped 𝒫(𝐆) 

and the lattice Λ only have an intersection at the point zero  

𝒫(𝐆)⋂Λ = {0} 

Since zero is the only coordinate in 𝒫(𝐆) that is an integer.   

A basis  must satisfy two properties: they must be vectors that are (1) linearly independent 

and (2) span the entire space. (1) means that each basis cannot use any of the other bases to describe 

them, and (2) means that any point in the space (i.e., the lattice) must be able to be described using 

the basis (there are no points in the lattice that cannot be described by linear combinations of the 

bases). What we might think of as the natural basis is the one that uses the shortest distances, like 

those shown on the left side in Figure 9. But it would not be invalid to use a basis that is 𝑏1 = (
2
0
) 

and 𝑏2 = (
0
2
), or, indeed, as shown on the right side of Figure 9, we could alternatively have used 

𝑏1 = (
2
0
)          𝑏2 = (

2
2
) 

Or in general 

𝑏1 = (
𝑒1

1

𝑒1
2)          𝑏2 = (

𝑒2
1

𝑒2
2)          𝑒2

𝑖 ∈ ℤ2 

 

 

 

 

 

 

Figure 9: Lattice using the 𝐆𝟏 basis (left) and the 𝐆𝟐 basis (right). 
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 What we then want to do is find the smallest non-zero vector, which is denoted as 𝜆1(Λ) 

where this is the shortest in what is called the successive minima of the lattice 𝜆𝑖(Λ). To find this, 

we take an open ball 𝐵𝑟(𝑝) at a point 𝑝 (usually at 𝑝 = 0) and then find 𝑥 such that 

𝐵𝑟(𝑝) = {𝑥 ∈ ℝ𝑛 ∶  ‖𝑥 − 𝑝‖ < 𝑟} 

Where 𝑟 is the radius of the open ball 𝐵𝑟(𝑝). The successive minima are defined so that 

𝜆𝑖(Λ) = inf{𝑟 ∶ dim(𝑠𝑝𝑎𝑛(𝐵𝑟(𝑝)⋂Λ)) ≥ 𝑖} 

What this means is that each successive 𝜆𝑖(Λ) must be the next larger open ball to include 

lattice points in the next dimension. For instance, if we have a 2D rectangular lattice (Figure 10), 

then 𝜆1(Λ) is the smallest open ball that includes the next nearest lattice point, and 𝜆2(Λ) is the 

radius of the next larger open ball that includes the nearest lattice point in a second dimension. 

 At first the SVP may appear to be an easy problem. However, if this is done in many 

dimensions, even on the order of hundreds of dimensions, and using long bases instead of short, 

then the problem becomes an NP-hard problem, requiring greater than 𝑂(𝑛2) time to compute 

(Papadimitriou, 1993; Sipser, 2014; van Leeuwen, 1994; Peikert, 2009). Indeed, there is no known 

 

 

 

 

 

 

 

 

 

 

Figure 10: left: the radius 𝑟1 of open ball 𝐵𝑟1
(𝑝) is 𝜆1(Λ); right: the radius 𝑟2 of open ball 𝐵𝑟2

(𝑝) is 𝜆2(Λ) 
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way to solve it quickly, even with a quantum computer, which makes the SVP a good candidate 

as a secure cryptosystem.  

 There are three variants of what is called the closest vector problem (CVP). These are 

known as the decisional, optimization, and search CVP, which are defined in the following ways. 

• Decisional: a lattice ℒ with basis 𝐵 ∈ ℤ𝑚×𝑛, a vector 𝑡 ∈ ℤ𝑚, and a length 𝑟 ∈ ℚ, we must 

find if the distance between 𝑡 and ℒ(𝐵) is less than or equal to 𝑟, i.e., dist(𝑡, ℒ(𝐵)) ≤ 𝑟 

• Optimization: a lattice with basis 𝐵 ∈ ℤ𝑚×𝑛, a vector 𝑡 ∈ ℤ𝑚, find dist(𝑡, ℒ(𝐵)) ≤ 𝑟 

• Search: a lattice with basis 𝐵 ∈ ℤ𝑚×𝑛, a vector 𝑡 ∈ ℤ𝑚, find min‖𝐵𝑥 − 𝑡‖ where 𝑥 ∈ ℤ𝑛  

The most common types of lattice problems are the shortest vector problem using the 

decisional variant, which is called GAPSVP, and the shortest independent vectors problem, or 

SIVP. There are also the generalized independent vectors problem (GIVP) and the discrete 

Gaussian sampling problem (DGS). The definitions of these are 

• GAPSVP: using an 𝑛-dimensional lattice ℒ and a number 𝑑 > 0, the algorithm outputs a 

yes if 𝜆1(ℒ) ≤ 𝑑 and no if 𝜆1(ℒ) > 𝛾(𝑛) ∙ 𝑑, where 𝛾(𝑛) ≥ 1 is an approximation factor. 

• SIVP: using an 𝑛-dimensional lattice ℒ, find 𝑛 linearly independent lattice vectors of length 

≤ 𝛾(𝑛) ∙ 𝜆𝑛(ℒ) 

• GIVP: using an 𝑛-dimensional lattice ℒ, find 𝑛 linearly independent lattice vectors of 

length ≤ 𝛾(𝑛) ∙ 𝜑(ℒ) where 𝜑 is some function on the lattice (when 𝜑 = 𝜆𝑛 it is the special 

case of SIVP) 

• DGS: using an 𝑛-dimensional lattice ℒ and a number 𝑟 > 𝜑(ℒ) to output a sample from 

𝐷ℒ,𝑟, the discrete Gaussian distribution on ℒ with width 𝑟, where all 𝐱 ∈ ℒ have a 

probability given by 𝐷ℒ,𝑟 = 𝑒(−𝜋‖𝐱
𝑟⁄ ‖2) where the Gaussian can be considered continuous 

when 𝑟 ≥ 휂𝜀(ℒ), i.e., 휂𝜀(ℒ) is called a smoothing parameter. 
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In general, we have that the probability at some point 𝐱 in the lattice is 

𝜌𝑘,𝑐(𝐱 − 𝑐) = 𝑒(−𝜋‖𝐱−𝑐
𝑘⁄ ‖

2
)
 

Where 𝑐 = 0 at the origin. And the distribution for some set 𝐴 is 

𝜌𝑘(𝐴) = ∑𝜌𝑘(𝐱)

𝐱∈𝐴

 

From this, the definition of 𝐷𝐴,𝑘 (the general form of 𝐷ℒ,𝑟) is 

∀𝐱 ∈ 𝐴,𝐷𝐴,𝑘 ≔
𝜌𝑘(𝐱)

𝜌𝑘(𝐴)
 

Post-Quantum Cryptosystem Competition at NIST 

The selected PQC from NIST, (Table 2) use lattice-based cryptosystems (NIST, 2022a). 

Table 2: Selected Four PQC Algorithms 

Algorithm Name Key Type Algorithm Resources 

CRYSTALS-KYBER 
Public Key 

Encryption 

Learning With Errors (LWE) and Number-

Theoretic Transforms (NTT) on modular 
lattices 

(Botros, 2019) 

(Boudgoust, 2022) 
(Avanzi, 2021) 

CRYSTALS-
DILITHIUM 

Digital Signature 
Fiat-Shamir with aborts and Lyubashevsky's 
signature scheme 

(Lyubashevsky V. , 2009) 

(Ducas, 2013) 

(Bai, 2013) 

Falcon Digital Signature 
Short integer solution problem (SIS) over 
NTRU lattices with fast Fourier sampling 

(Gentry, 2007) 
(Fouque, 2020) 

SPHINCS+ Digital Signature Stateless hash-based signature scheme 

(Bernstein D. J., 2019a) 

(Bernstein D. J., 2019b) 
(Hülsing A. , 2017) 

 

CRYSTALS-KYBER (Cryptographic Suite for Algebraic Lattices) 

 For the sake of brevity, I will focus only on the CRYSTALS-KYBER system, primarily 

pulling from (Botros, 2019) and (Avanzi, 2021).  

Using modular learning with errors (MLWE), the public key consists of a 𝑘 × 𝑘 matrix �̂� 

(where �̂� is a matrix 𝐀 after use of a number-theoretic transform (NTT)) with polynomial elements 

from the modulo 𝑞 ring ℛ𝑞 = ℤ𝑞[𝑥] (𝑥𝑛 + 1)⁄  (see Appendix B). The CRYSTALS-KYBER 

system in particular uses the prime number 𝑞 = 3329 and order 𝑛 = 256 such that  
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ℛ3329 = ℤ3329 (𝑥256 + 1)⁄  

In learning with errors (LWE) (Regev, 2005; Stehlé, 2009; Langlois, 2012; Lyubashevsky 

V. C., 2013; Bonnoron, 2017; Chen H. L., 2020; Albrecht, 2021; Boudgoust, 2022) we are given 

an 𝑛-dimensional lattice where we need to find linearly independent vectors 𝑠1, 𝑠2, 𝑠3, … , 𝑠𝑛 that 

minimize max
𝑖

‖𝑠𝑖‖. This is often made simpler by requiring that max
𝑖

‖𝑠𝑖‖ is within an 

approximation factor 𝛾(𝑛) ≥ 1 off from the real vector 𝐬. To find max
𝑖

‖𝑠𝑖‖ using LWE we are 

given positive integers 𝑛 and 𝑞 (lattice dimensions and modulus, respectively) with a probability 

density function 𝜒 over the interval 𝕋 = ℝ ℤ⁄ ≅ [0, 1) and then must find the vector 𝐬 using 

random 𝑎 ∈ ℤ𝑞
𝑛 and 휀 ∈ 𝕋 (uniformly sampled) such that we have the equations 

〈𝑠, 𝑎1〉 ≈𝜀 𝑏1 (mod 𝑛) 

〈𝑠, 𝑎2〉 ≈𝜀 𝑏2 (mod 𝑛) 

〈𝑠, 𝑎3〉 ≈𝜀 𝑏3 (mod 𝑛) 

⋮ 

With 

𝑏𝑖 =
1

𝑞
〈𝑎𝑖, 𝑠〉 + 휀 

Where, given many (𝑎𝑖, 𝑏𝑖) and an error 0 ≤ 휀 < 1, the vector 𝐬 must be calculated. When we 

have that 휀 = 0 this is a standard Gaussian elimination problem and takes 𝑛 equations to find a 

single 𝑠𝑖, corresponding to a single bit of our message. When instead we have 휀 > 0 then it requires 

2𝑛 equations and 𝑂(2𝑛) time to obtain the first bit of the message.  We can use instead matrices 

such that 𝑎𝑖𝑗 ∈ 𝐀 and 𝑏𝑖𝑗 ∈
1

𝑞
𝐀𝒔 + 𝒆 where 𝐀 ∈ ℤ𝑞

𝑚×𝑛. For the CRYSTALS-KYBER system, the 

𝐬 vector that we are trying to find (i.e., the shortest vector) and 𝐞, the error, are 𝑘-dimensional 

vectors so that 𝐛 =
1

𝑞
〈�̂�, 𝐬〉 + 𝐞. 
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 The number-theoretic transform (NTT) (Toom, 1963; Cook, 1969) is done in order to 

perform more efficient multiplications in ℛ𝑞 = ℤ𝑞[𝑥] (𝑥𝑛 + 1)⁄ . NTT is a generalization of the 

fast Fourier transform (Cooley & Tukey, 1965). Briefly, it works as follows. If we have a 

polynomial 𝑓(𝑥) = ∑ 𝑓𝑖𝑥
𝑖𝑛−1

𝑖=0 ∈ ℛ𝑞 then the NTT is 

NTT(𝑓(𝑥)) = 𝑓(𝑥) = ∑ 𝑓𝑖𝑥
𝑖

𝑛−1

𝑖=0

               𝑓𝑖 = ∑ 𝜓𝑗𝑓𝑗𝜔
𝑖𝑗

𝑛−1

𝑗=0

 

With 𝜔 = 3844 and 𝜓 = √𝜔 = 62 and each 𝑓𝑖 randomly sampled from a centered binomial 

distribution 𝐵𝜂 with 휂 = 2 or 휂 = 3 such that {0, 1}2𝜂 ∈ 𝐵𝜂 (see Glossary: Notation and 

Parameters). The inverse is 

NTT−1 (𝑓(𝑥)) = 𝑓(𝑥) = ∑ 𝑓𝑖𝑥
𝑖

𝑛−1

𝑖=0

               𝑓𝑖 = 𝑛−1𝜓−𝑖 ∑ 𝑓𝑗𝜔
𝑖𝑗

𝑛−1

𝑗=0

 

For instance, using the polynomial (𝑥256 + 1) we can factor it into 128 degree 2 

polynomials modulo 𝑞 like 

𝑥256 + 1 = ∏(𝑥2 − 휁2𝑖+1)

127

𝑖=0

 

Where 휁 are the 256 roots of unity. And so, the NTT of 𝑓 ∈ ℛ𝑞 is 

NTT(𝑓) =

(

 
 

𝑓 mod (𝑥2 − 휁0+1)

𝑓 mod (𝑥2 − 휁2(1)+1)

⋮
𝑓 mod (𝑥2 − 휁2(127)+1)

)

 
 

=

(

 
 

𝑓0
𝑓1𝑥
⋮

𝑓255𝑥
255

)

 
 

 

This makes the multiplication of two polynomials 𝑓, 𝑔 ∈ ℛ𝑞 much more efficient using 

NTT−1(NTT(𝑓) ∘ NTT(𝑔)) = NTT−1(𝑓 ∘ �̂�) = NTT−1(ℎ̂) 
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Figure 11: Pseudocode for the first step of generating a chosen-ciphertext attacks (CCA) secure key 

encapsulation mechanism (KEM). Algorithm 4 is to generate the key, algorithm 5 is to encrypt the 

message, and algorithm 8 is to decrypt. (Avanzi, 2021). See Glossary: Notation and Parameters for 

definitions of terms. 
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Key construction is done in two 

steps. The first step (Figure 11) 

generates a chosen-ciphertext attacks 

(CCA) secure key encapsulation 

mechanism (KEM). This is done similar 

to (Lyubashevsky V. C., 2013), but 

instead of ℤ𝑞 uses a polynomial ring 

ℤ𝑞[𝑥] 〈𝑓(𝑥)〉⁄  like in (Hoffstein, 1998). 

It also utilizes a method made by 

(Alkim, 2015) to generate a public 

matrix (Figure 12). The second step 

(Figure 13) is to generate the Kyber.CCAKEM IND-CCA2-secure KEM (indistinguishability 

against chosen-ciphertext attacks (IND-CCA) KEM) (Rackoff, 1992) using a variation of the 

Fujisaki–Okamoto transform (Fujisaki, 2013; Hofheinz, 2017). The Fujisaki–Okamoto transform 

converts asymmetric or symmetric encryption schemes into a stronger hybrid encryption scheme, 

i.e., strong in the sense of indistinguishability against adaptive chosen-ciphertext attacks (IND-

CCA) in the random oracle model (Bellare & Rogaway, 1993). 

Conclusions  

As it stands, online banking, email, e-commerce, Transport Layer Security (TLS), and 

Virtual Private Networks (VPN) use what is called the public key infrastructure (PKI) (Copeland, 

2021). To decrypt such messages, a person or business requires a private key in addition to the 

public key. Without the private key, the time it would take to break the encryption would be 

hundreds or even thousands of years. With quantum computers, a potential eavesdropper will not 

 

 

 

 

 

 

 

 

 

 

 

Figure 12: Algorithm for generating public matrix 𝐀. This 

is a screenshot from (Alkim, 2015) 
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require the private key to be able to break the encryption in as short as eight hours (Ryan-Mosley, 

2019). 

As a result, post-quantum cryptography will be important in many arenas, such as in the 

realms of the military (Parker, 2021), national security (DHS, 2022), diplomacy (Shafeeq, 2022), 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 13: Pseudocode for the second step for generating a Kyber.CCAKEM IND-CCA2-secure KEM 

using a variation of the Fujisaki–Okamoto transform. Algorithm 7 is to generate the key, algorithm 8 

is to encrypt the message, and algorithm 9 is the decrypt the message (Avanzi, 2021). See Glossary: 

Notation and Parameters for definitions of terms. 
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and business (IBM, 2018; Buchholz, 

2021). Indeed, in July of 2022, NIST 

already selected twelve businesses to begin 

using their post-quantum cryptosystems 

(NIST, 2022b) (Figure 14). Further, there 

are startups that are attempting to come up 

with their own methods of post-quantum 

cryptography (StartUs Insights, 2020; 

Tracxn, 2022). 

 Changing to PQC will not be an 

easy process (Chen L. , 2017; Barker W. W., 2021). For one, in the currently developing PQC’s, 

the key sizes can still be quite large, making them unsuitable for many uses. Similarly, decryption 

can still be computationally burdensome. Indeed, the NIST white paper (Barker W. W., 2021) says 

On the other hand, existing protocols might need to be modified to handle larger signatures 

or key sizes (e.g., using message segmentation). Implementations of new applications will need to 

accommodate the demands of post-quantum cryptography and allow the new schemes to adapt to 

them. In fact, post-quantum cryptographic requirements may actually shape some future application 

standards. 

These new PQC algorithms will also mean replacing cryptographic libraries, validation 

tools, hardware, operating systems, and procedures used by administrators and users alike. There 

will need to be new documentation for standards and procedures of installation, maintenance, and 

administration. Further, businesses and other organizations will need to catalogue where 

cryptography is implemented and for what reason, but most IT and information security do not 

keep records of every system using cryptography. As such, these organizations will need to come 

 

 

 

 

 

 

 

 

 

 

Figure 14: Businesses selected by NIST to adopt post-

quantum cryptosystems (NIST, 2022b). 
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up with protocols and methods for identifying where and how these cryptosystems are employed, 

and then coming up with a means for prioritizing which systems need to be replaced with PQC’s. 

 The NIST white paper (Barker W. W., 2021) says that identifying where PQC should be 

implemented will require 

• Outreach to SDOs to raise awareness of necessary algorithm and dependent protocol changes 

(e.g., Internet Engineering Task Force [IETF], International Organization for 

Standardization/International Electrotechnical Commission [ISO/IEC], American National 

Standards Institute/International Committee for Information Technology Standards 

[ANSI/INCITS], Trusted Computing Group [TCG]) 

• Discovery of all instances where Federal Information Processing Standards and NIST Special 

Publication 800-series documents will need to be updated or replaced  

• Identification of automated discovery tools to assist organizations in identifying where and how 

public-key cryptography is being used in their systems 

• Development of an inventory of where and for what public-key cryptography is being used in 

enterprises 

Regardless of these difficulties, it is necessary that PQC measures be formulated and 

implemented. Estimates for when quantum computers will reach a level of advancement sufficient 

to reliably crack current encryption schemes range anywhere between five years and twenty years 

(Shankland, 2021). As a result, the pains of migrating to PQC will likely be much less than the 

pain of not migrating to PQC. Neglecting to do this could potentially result in a wild-west-like 

anarchy of hacks and leaks of personal and vital information from individuals and organizations 

alike.  

The topic of quantum computers and post-quantum cryptography is much larger than this 

report could ever hope to fully cover. Here I have discussed only a single current public key 

cryptosystem, namely RSA, and only took a cursory look at a single one of the numerous PQC’s 
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being developed to supersede our current cryptosystems, namely CRYSTALS-KYBER. And even 

there I hardly did justice to the sophistication and complexity of the PQC. Yet I hope this report 

has at least indicated at how serious the issue is, and at how difficult it may be to fully implement 

a regime of post-quantum cryptography. 
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Glossary: Notation and Parameters 

The byte arrays ℬ are given by 

ℬ = {0, 1, 2, … , 255} 

ℬ𝑘 = {0, 1, 2, … , 𝑘} 

ℬ∗ = {0, 1, 2, … } 

Two byte arrays 𝑎 and 𝑏 are concatenated as 

(𝑎‖𝑏) 

And 𝑎 + 𝑘 is the byte array 𝑎 starting at bit 𝑘. If 𝑎 has length ℓ and 𝑐 = (𝑎‖𝑏) then 𝑏1 = 𝑎 + ℓ. 

The function BytesToBits converts an array from ℓ bytes to 8ℓ bits. For bit 𝛽𝑖 and byte 𝑏𝑖 8⁄  

𝛽𝑖 = [(𝑏𝑖 8⁄ 2𝑖 mod 8⁄ ) mod 2] 

The ring ℛ𝑞 = ℤ𝑞[𝑥] (𝑥𝑛 + 1)⁄  is denoted 𝑅𝑞 and the ring ℛ = ℤ[𝑥] (𝑥𝑛 + 1)⁄  is 𝑅 

The parameter 𝑛 = 2𝑛′−1 with 𝑛 = 256, 𝑛′ = 9, and 𝑞 = 3329 such that (𝑥𝑛 + 1) gives the 

cyclotomic polynomial 2𝑛′
. 

Vectors and matrices are given in bold lower case and bold upper case such that 

𝐚 = (

𝑎1

𝑎2

⋮
𝑎𝑚

)               𝑎𝑖 ∈ 𝑅 or 𝑅𝑞 

𝐀 = (

𝐴11 𝐴12

𝐴21 𝐴22

⋯ 𝐴1𝑛

⋯ 𝐴2𝑛

⋮ ⋮
𝐴𝑚1 𝐴𝑚2

⋱ ⋮
⋯ 𝐴𝑚𝑛

)               𝐴𝑖𝑗 ∈ 𝑅 or 𝑅𝑞 

And 𝒂[𝑖] is the vector component at the 𝑖𝑡ℎ index (starting from zero) and 𝐴[𝑖][𝑗] is the matrix 

element in the 𝑖𝑡ℎ row in the 𝑗𝑡ℎ column. 



40 
 

For a polynomial 𝑤 = 𝑤0 + 𝑤1𝑥 + 𝑤2𝑥
2 + ⋯+ 𝑤𝑛−1𝑥

𝑛−1 ∈ ℤ𝑞 we use the supremum norm 

‖𝑤‖∞ ≡ |𝑤 mod± 𝑞| and for 𝑤 = 𝑤0 + 𝑤1𝑥 + 𝑤2𝑥
2 + ⋯+ 𝑤𝑛−1𝑥

𝑛−1 ∈ 𝑅 we use the 

supremum norm 

‖𝑤‖∞ = max
𝑖

‖𝑤𝑖‖∞ 

And ℓ2 norm 

‖𝑤‖ = √‖𝑤0‖∞
2 + ‖𝑤1‖∞

2 + ⋯ + ‖𝑤𝑛−1‖∞
2  

Where for 𝐰 = (𝑤1, 𝑤2, … , 𝑤𝑘) ∈ 𝑅𝑘 we use supremum norm 

‖𝐰‖∞ = max
𝑖

‖𝑤𝑖‖∞ 

And ℓ2 norm 

‖𝐰‖ = √‖𝑤1‖
2 + ‖𝑤2‖

2 + ⋯+ ‖𝑤𝑘‖
2 

Given set 𝑆, the notation 𝑠 ⟵ 𝑆 indicates that 𝑠 is randomly and uniformly selected from 𝑆, where 

if 𝑆 denotes a probability distribution, then 𝑠 is chosen with probability based on the distribution. 

The function Compress𝑞(𝑥, 𝑑) uses input 𝑥 ∈ ℤ𝑞 to give integer output from {0, … , 2𝑑 − 1} with 

𝑑 < ⌈log2 𝑞⌉ and the function Decompress𝑞 works like 

𝑥′ = Decompress𝑞(Compress𝑞(𝑥, 𝑑), 𝑑) 

Such that 

|𝑥′ − 𝑥 mod± 𝑞| ≤ 𝐵𝑞 ≔ ⌈
𝑞

2𝑑+1
⌋ 

Where the brackets ⌈. ⌋ indicates rounding to the closest integer. And so 

Compress𝑞(𝑥, 𝑑) = ⌈(2𝑑 𝑞⁄ ) ∙ 𝑥⌋ mod+ 2𝑑 

Decompress𝑞(𝑥, 𝑑) = ⌈(𝑞 2𝑑⁄ ) ∙ 𝑥⌋ 

 

 



41 
 

The pseudorandom function PRF ∶  ℬ32 × ℬ ⟶ ℬ∗ is instantiated with SHAKE–256(𝑎‖𝑏) 

The extendable output function XOF ∶  ℬ∗ × ℬ × ℬ ⟶ ℬ∗ is instantiated with SHAKE–128 

The hash function H ∶  ℬ∗ ⟶ ℬ32 is instantiated with SHA 3 3–256 and G ∶  ℬ∗ ⟶ ℬ32 × ℬ32 is 

instantiated with SHA 3 3–512 

The key-derivation function KDF ∶  ℬ∗ ⟶ ℬ∗ is instantiated with SHAKE–256  

Items to which the number theoretic transform (NTT) has been applied carry the hat __̂ such that 

NTT(𝐚) = �̂�               �̂� = (

�̂�1

�̂�2

⋮
�̂�𝑚

) 

NTT(𝐀) = �̂�               �̂� =

(

 

�̂�11 �̂�12

�̂�21 �̂�22

⋯ �̂�1𝑛

⋯ �̂�2𝑛

⋮ ⋮
�̂�𝑚1 �̂�𝑚2

⋱ ⋮
⋯ �̂�𝑚𝑛)

  

NTT(𝑓(𝑥)) = 𝑓(𝑥) = 𝑓0 + 𝑓1𝑥 + 𝑓2𝑥
2 + ⋯+ 𝑓𝑛−1𝑥

𝑛−1 + 𝑓𝑛𝑥𝑛 

The sampling function Parse ∶  ℬ∗ ⟶ 𝑅𝑞 is close to random, taking byte streams 𝐵 = 𝑏0, 𝑏1, … as 

input and giving 𝑓(𝑥) = 𝑓0 + 𝑓1𝑥 + 𝑓2𝑥
2 + ⋯+ 𝑓𝑛−1𝑥

𝑛−1 + 𝑓𝑛𝑥𝑛 ∈ 𝑅𝑞 with 𝑓 ∈ 𝑅𝑞 and 𝑞 =

3329 (Figure G.1). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure G.1: pseudocode for the Parse algorithm (Avanzi, 2021). 
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The binomial distribution 𝐵𝜂 (where 휂 = 2 or 3) is 

𝑆𝑎𝑚𝑝𝑙𝑒 (𝑎1, … , 𝑎𝜂 , 𝑏1, … , 𝑏𝜂) ⟵ {0, 1}2𝜂 

To give the output 

∑(𝑎𝑖 − 𝑏𝑖)

𝜂

𝑖=1

 

Where the polynomial coefficients 𝑓 ∈ 𝑅𝑞 are taken from 𝐵𝜂. This is done using the centered 

binomial distribution function (CBD) (Figure G.2) 

The function Decodeℓ (Figure G.3) takes a 32ℓ 

byte array and makes polynomial  

𝑓 = 𝑓0 + ⋯+ 𝑓255𝑥
255 

With coefficients 𝑓𝑖 ∈ {0,… , 2ℓ − 1}. The 

function Encodeℓ is the inverse of Decodeℓ. 

For an explanation of the parameters 

𝑛, 𝑘, 𝑞, 휂1, 휂2, (𝑑𝑢, 𝑑𝑣), and 𝛿, see (Figure G.4). 

 

 

 

 

 

 

 

 

Figure G.2: pseudocode for CBD function (Avanzi, 2021). 

 

 

 

 

 

 

Figure G.3: pseudocode for Decodeℓ function 

(Avanzi, 2021) 
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Figure G.4: parameters for KYBER. Screenshot taken from (Avanzi, 2021). 
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Glossary: Definitions 

Bloch Sphere – visual representation of the Hilbert space of a two-state quantum system with a 

phase factor. 

Chosen-Ciphertext Attack (CCA) – an attack model in which the eavesdropper obtains 

decrypted messages and uses that information to acquire the secret key. 

Chosen-Plaintext Attack (CPA) – an attack model in which the eavesdropper acquires the 

encrypted messages and the plaintext messages and attempts to use it to discover the 

method of encryption.  

Coprime – also called relatively prime, it is when two numbers do not have any common divisors 

except 1. For instance, the numbers 5 and 8 are coprime, since only 1 divides them both. 

Dirac Notation – sometimes called bra-ket or bra(c)ket notation, it is a linear algebra formalism 

invented by Paul Dirac that is useful in quantum mechanics. The notation uses the bra ⟨𝛼| 

for transposed complex conjugate states, the ket |𝛼⟩ for column vectors, and ⟨𝛼|𝑈|𝛽⟩ ∈ ℂ 

for scalar products with 𝑈 as some kind of unitary operator. If 𝑈 is Hermitian, i.e., 𝑈 = 𝑈† 

with 𝑈† the conjugate transpose of 𝑈, then there are eigenvalues 𝜆𝑖 ∈ ℂ such that |𝛼⟩ is an 

eigenstate of 𝑈 and so 𝑈|𝛼⟩ = 𝜆|𝛼⟩ and we have that ⟨𝛼|𝑈|𝛽⟩ = ⟨𝛼|𝜆|𝛽⟩ = 𝜆⟨𝛼|𝛽⟩ ∈ ℂ. 

Fundamental Parallelepiped – the volume contained within the basis vectors at a single point in 

the lattice. If the basis is orthonormal, this will be the special case of the parallelepiped 

being an 𝑛-dimensional (hyper) cube. 

Hilbert Space – a normed, complete, inner product space, meaning the space has the structures of 

size (norm), distance (metric induced by the norm), containing all of its limits (complete), 

and with the structure of angles and projection (inner product). 
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Ciphertext Indistinguishability – an eavesdropper cannot distinguish different ciphertexts based 

on what the encrypted messages are. So-called Indistinguishability Against Chosen-

Ciphertext Attacks (IND-CCA) is the most basic level of security needed for a 

cryptosystem. 

Key Encapsulation Mechanism (KEM) – a method for encrypting the symmetric key using a 

key derivation function (KDF), often a cryptographic hash function (CHF).  

Lattice – a vector space (or module) with regularly repeating elements such that a unit cell spanned 

by the basis vectors is repeated throughout the entire space. 

Lattice-Based Cryptography – using difficult math problems pertaining to lattices, such as the 

shortest vector problem (SVP) and its variants, as a method for encryption. 

Learning With Errors (LWE) – attempting to ascertain an unknown function 𝑓 ∶  ℤ𝑞
𝑛 ⟶ ℤ𝑞 

given 𝑛-dimensional vector inputs 𝐱 mod 𝑞 and integer outputs 𝑦 mod 𝑞 with some level 

of error (i.e., the function 𝑓(𝐱) = 𝑦 ± 𝑒 where 𝑒 is some error). 

Number-Theoretic Transform (NTT) – a generalized discrete Fourier transform (DFT) using a 

quotient ring and prime roots of unity instead of the complex number field. This is done in 

the following way (Nayuki, 2022) 

1. Take a vector containing 𝑛 integers as input, which we can call 𝐱 

2. Pick a minimal modulus 𝑀 that is 1 ≤ 𝑛 < 𝑀 

3. Use modulus 𝑁 = 𝑘𝑛 + 1 with 𝑘 ≥ 1 and 𝑁 ≥ 𝑀 is prime 

4. ℤ𝑁 is a multiplicative group with size 𝜑(𝑁) = 𝑁 − 1 = 𝑘𝑛 that has a generator 𝑔 

that’s a primitive (𝑁 − 1)𝑡ℎ root of unity 

5. Use 𝜔 = 𝑔𝑘  mod 𝑁 so that 𝜔𝑛 = 𝑔𝑘𝑛 = 𝑔𝑁−1 = 𝑔𝜑(𝑁) ≡ 1 mod 𝑁 and so 𝜔 is 

a primitive 𝑛𝑡ℎ root of unity, i.e., 𝜔𝑛 = 1 and 𝜔𝑘 ≠ 1 for integers 1 ≤ 𝑘 < 𝑛 

6. We then find the output vector 𝐲 as 𝐲(𝐱) = 𝑥0𝜔
(0)𝑘 + 𝑥1𝜔

(1)𝑘 + ⋯+

𝑥𝑛−1𝜔
(𝑛−1)𝑘 
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Post-Quantum Cryptography (PQC) – the cryptography that will be necessary for encryption to 

be resistant to quantum computers using, for instance, Shor’s algorithm. 

Private key – a key needed to encrypt/decrypt an encrypted message that is not shared between 

the sender and receiver. 

Public Key – a key needed to encrypt/decrypt an encrypted message that is shared between the 

sender and receiver. 

Public-Key Cryptography – also known as asymmetric cryptography. It uses public and private 

keys (usually as components of a one-way function) to encrypt messages. 

Quantum Entanglement – a quantum mechanical effect in which two or more particles 

essentially become a single quantum state (are described by the same Hamiltonian). As a 

result, interactions with one particle instantaneously determine the state of the other 

entangled particle(s).  

Qubit – a quantum bit that can exist in a superposition state between the usual binary 0 and 1 

indicated by the probability amplitude of the basis states. This allows for constructive and 

destructive interference of the wavefunction when performing quantum computations. 

Random Oracle Model – a hypothetical black box that gives a truly random output to every 

unique input, but will give the same output if the same input is given. 

RSA Cryptosystem – the Rivest–Shamir–Adleman (RSA) cryptosystem uses prime factorization 

with very large numbers. It is known as a one-way function (OWF) because it is much 

easier to do it one way (multiplying two large primes) than the other way (factoring a larger 

number back into two large primes). 
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Shortest Vector Problem (SVP) – given an 𝑛-dimensional lattice Λ with basis 𝐵 = 𝑏1, 𝑏2, … , 𝑏𝑛 

in the ℓ2 Euclidean norm, we then have to find the shortest nonzero vector 𝐱 such that 

‖𝐱‖2 = 𝜆1(Λ)  

Successive Minima – given a lattice Λ and the closed ball of radius 𝑟 centered at the origin �̅�(0, 𝑟), 

the successive minima are  

𝜆𝑖(Λ) = inf {𝑟 | dim (span(Λ ∩ �̅�(0, 𝑟))) ≥ 𝑖} 

 where we are looking for the shortest vector that spans one higher dimension of the lattice, 

starting from the shortest vector magnitude 𝜆1(Λ) and then expanding 𝑟 and going to 𝜆𝑛(Λ) 

when 𝑖 = 𝑛. 
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Appendix A 

Some Important Quantum Gates 

Clifford Gates 

Clifford gates are single qubit gates. 

Identity Gate 

The identity gate, or the no-operation gate, is given by the identity matrix 

𝐼 = (
1 0
0 1

) 

Where it does not alter the quantum state of the qubit |1⟩ or |0⟩ 

𝐼|1⟩ = |1⟩               𝐼|0⟩ = |0⟩ 

Phase Shift Gate 

The phase shift gate is given by 

𝑃(𝜑) = (
1 0
0 𝑒𝑖𝜑) 

Where 𝜑 is the phase shift such that 𝑒𝑖2𝜋 = 1 and the magnitude of the state does not change, i.e., 

|𝑒𝑖𝜑| = 1, during a phase shift such that  

𝑃(𝜑)|0⟩ = |0⟩               𝑃(𝜑)|1⟩ = 𝑒𝑖𝜑|1⟩ 

A global phase shift gate shifts the phase of all 𝑛 qubits in a register (i.e., all the quantumly 

entangled qubits) and is given by 

𝑒𝑖𝜑|𝜓1⟩⨂…⨂𝑒𝑖𝜑|𝜓𝑛⟩ = 𝑒𝑖𝜑(|𝜓1⟩⨂…⨂|𝜓𝑛⟩) 

Pauli Gates 𝝈𝒙, 𝝈𝒚, 𝝈𝒛 

The Pauli gates are given by the canonical Pauli matrices 

𝜎𝑥 = (
0 1
1 0

)               𝜎𝑦 = (
0 −𝑖
𝑖 0

)               𝜎𝑧 = (
1 0
0 −1

) ≡ (
1 0
0 𝑒𝑖𝜋) = 𝑃(𝜋) 

Where 𝜎𝑥 acts as a 𝑁𝑂𝑇 gate such that 

𝜎𝑥|1⟩ = |0⟩               𝜎𝑥|0⟩ = |1⟩ 
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And 𝜎𝑧 acts as a phase flip (completely inverts the phase) such that 

𝜎𝑧|0⟩ = |0⟩               𝜎𝑧|1⟩ = −|1⟩ 

Which is the same as the phase shift 𝑃(𝜋). There are also the 𝑆 gate and the 𝑇 gate given by 

𝑆 = (
1 0

0 𝑒𝑖𝜋 2⁄
) = (

1 0
0 𝑖

) 

𝑇 = (
1 0

0 𝑒𝑖𝜋 4⁄
) 

Rotation Gates 𝑹𝒙(𝜽), 𝑹𝒚(𝜽), 𝑹𝒛(𝜽) 

The rotation gates are generalizations of the Pauli gates, where the Pauli gates are the 

special case of the rotation gates when 휃 = 𝜋. The rotation gates are given by the following 

operators 

𝑅𝑥(휃) ≡ 𝑒
−𝑖𝜃𝜎𝑥

2⁄ = cos (
휃

2
) (

1 0
0 1

) − 𝑖 sin (
휃

2
) (

0 1
1 0

) = [
cos (

휃

2
) −𝑖 sin (

휃

2
)

−𝑖 sin (
휃

2
) cos (

휃

2
)

] 

𝑅𝑦(휃) ≡ 𝑒
−𝑖𝜃𝜎𝑦

2
⁄ = cos (

휃

2
) (

1 0
0 1

) − 𝑖 sin (
휃

2
) (

0 −𝑖
𝑖 0

) = [
cos (

휃

2
) − sin (

휃

2
)

sin (
휃

2
) cos (

휃

2
)

] 

𝑅𝑧(휃) ≡ 𝑒
−𝑖𝜃𝜎𝑧

2⁄ = cos (
휃

2
) (

1 0
0 1

) − 𝑖 sin (
휃

2
) (

1 0
0 −1

) = [𝑒
−𝑖𝜃 2⁄ 0
0 𝑒𝑖𝜃 2⁄

] 

Where we can use that for a Hermitian unitary operator 𝑈 the exponential identity 

𝑒𝑖𝜃𝑈 = [cos 휃]𝐼 + [𝑖 sin 휃]𝑈 

The rotation gates effectively rotate the state of the qubit within Hilbert space, changing 

the coefficients in |𝜓⟩ = 𝛼|1⟩ + 𝛽|0⟩ such that for any 𝑅𝑖(휃), 𝑖 = 𝑥, 𝑦, 𝑧 we get 

𝑅𝑖(휃)|𝜓⟩ = 𝑅𝑖(휃)[𝛼|1⟩ + 𝛽|0⟩] = 𝛾|1⟩ + 𝛿|0⟩ 

And 

𝛼2 + 𝛽2 = 1          𝛼 ≠ 𝛾, 𝛽 ≠ 𝛿          𝛾2 + 𝛿2 = 1 
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Hadamard Gate 

The Hadamard gate is given by the matrix 

𝐻 =
1

√2
(
1 1
1 −1

) 

This gate performs a 𝜋 radians (i.e., 90°) rotation such that 

𝐻|1⟩ =
1

√2
(|1⟩ − |0⟩)               𝐻|0⟩ =

1

√2
(|1⟩ + |0⟩) 

Which effectively sends a qubit in a definite state into a superposition equally in both states. This 

is also seen in that, with the Hadamard gate, the Pauli matrices 𝜎𝑥 and 𝜎𝑦 are conjugates 

𝐻𝜎𝑥𝐻
† = 𝜎𝑧               𝐻𝜎𝑧𝐻

† = 𝜎𝑥 

After transformation with the Hadamard gate, the states are usually represented with |−⟩ 

and |+⟩ such that 

|−⟩ =
1

√2
(|1⟩ − |0⟩)               |+⟩ =

1

√2
(|1⟩ + |0⟩) 

Controlled Gates 

Controlled gates operate on multiple qubits. 

CNOT Gate 

The CNOT gate operates on two qubits, performing a NOT operation (flips from 0 to 1 or 

vice versa) on the second qubit only when the first qubit is |1⟩. For two qubits in the tensor product 

space generated as |𝛼⟩⨂|𝛽⟩ = |𝛼𝛽⟩ we have the basis 

|00⟩ = (

1
0
0
0

) , |01⟩ = (

0
1
0
0

) , |10⟩ = (

0
0
1
0

) , |11⟩ = (

0
0
0
1

) 

The matrix representation of the 𝐶𝑁𝑂𝑇 gate is 
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𝐶𝑁𝑂𝑇 = [

1 0
0 1

0 0
0 0

0 0
0 0

0 1
1 0

] 

Such that 

𝐶𝑁𝑂𝑇|00⟩ = [

1 0
0 1

0 0
0 0

0 0
0 0

0 1
1 0

](

1
0
0
0

) = (

1
0
0
0

) = |00⟩ 

𝐶𝑁𝑂𝑇|01⟩ = [

1 0
0 1

0 0
0 0

0 0
0 0

0 1
1 0

](

0
1
0
0

) = (

0
1
0
0

) = |01⟩ 

𝐶𝑁𝑂𝑇|10⟩ = [

1 0
0 1

0 0
0 0

0 0
0 0

0 1
1 0

](

0
0
1
0

) = (

0
0
0
1

) = |11⟩ 

𝐶𝑁𝑂𝑇|11⟩ = [

1 0
0 1

0 0
0 0

0 0
0 0

0 1
1 0

](

0
0
0
1

) = (

0
0
1
0

) = |10⟩ 

Or, with  

|𝑎⟩ = 𝑎00|00⟩ + 𝑎01|01⟩ + 𝑎10|10⟩ + 𝑎11|11⟩ = (

𝑎00

𝑎01
𝑎10

𝑎11

) 

We get 

𝐶𝑁𝑂𝑇|𝑎⟩ = [

1 0
0 1

0 0
0 0

0 0
0 0

0 1
1 0

](

𝑎00

𝑎01
𝑎10

𝑎11

) = (

𝑎00

𝑎01
𝑎11

𝑎10

) 
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Appendix B 

Quotient Rings, Modular Lattices, and Polynomial Rings 

Group 

A group is an algebraic structure that consists of a set of elements with a binary operation, 

which we can abstractly use ∘ that satisfies the following properties: 

- The set 𝐺 contains an identity element 𝑒 such that any element 𝑎 ∈ 𝐺 with the binary 

operation ∘ gives 𝑎 ∘ 𝑒 = 𝑎 

- Every element 𝑎 ∈ 𝐺 has an inverse 𝑎−1 ∈ 𝐺 under the operation ∘ such that 𝑎 ∘ 𝑎−1 = 𝑒 

- The operation ∘ is associative such that for 𝑎, 𝑏, 𝑐 ∈ 𝐺 we have 𝑎 ∘ (𝑏 ∘ 𝑐) = (𝑎 ∘ 𝑏) ∘ 𝑐 

- The set is closed under the operation ∘ such that for any 𝑎 ∘ 𝑏 = 𝑐, we have 𝑎, 𝑏, 𝑐 ∈ 𝐺 

An example of a group is the integers ℤ under the operation of addition. We can see, for instance, 

that with the integers,  

▪ 𝑒 = 0 since any integer plus zero is just the integer, e.g., 7 + 0 = 7 

▪ Negative numbers are the inverse since 𝑎 + (−𝑎) = 0 

▪ Addition of the integers is associative, e.g., 3 + (5 + 7) = (3 + 5) + 7 

▪ It is closed since the addition of any two integers is also an integer 

A group can be abelian, which means it also satisfies the commutative property 𝑎 + 𝑏 = 𝑏 + 𝑎 for 

𝑎, 𝑏 ∈ 𝐺. A group does not need to be commutative, but the integers are an example of an abelian 

group. 

A group 𝐺 also contains subgroups 𝐻 in which the index |𝐻| ≤ |𝐺|. In set notation, we use 

𝐻 ⊆ 𝐺. A normal subgroup 𝐽 ⊆ 𝐺 is denoted 𝐽 ⊲ 𝐺 and is a subgroup invariant under conjugation 

such that for all 𝑔 ∈ 𝐺 and 𝑗 ∈ 𝐽 we have 𝑔𝑗𝑔−1 ∈ 𝐽. In other words, the normal subgroup 𝐽, when 
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using the operator on any 𝑔 ∈ 𝐺 will give back another member of 𝐽 (it is said to absorb members 

of 𝐺). When taking all 𝑔𝑖 ∈ 𝐺 and ranging through all 𝑗 ∈ 𝐽 as 

𝐽 + 𝑔𝑖                0 ≤ 𝑖 ≤ |𝐺| 

This is called taking the (right) coset of 𝐽 (it is also possible to take the left coset 𝑔𝑖 + 𝐽, which 

would be the same thing as the right coset if it is a commutative group). The number of cosets of 

any subgroup 𝐻 (or the normal subgroup 𝐽) in 𝐺 is denoted |𝐺 ∶ 𝐻|. 

 

If we have two groups 𝐺 and 𝐻 and we have a homomorphic map  

𝑓 ∶ 𝐺 ⟶ 𝐻 

Then the kernel of the map ker(𝑓) is all the elements in 𝐺 that (surjectively) map to the identity 

element of 𝐻, which we can call 𝑒𝐻 

ker(𝑓) = {𝑔 ∈ 𝐺 ∶ 𝑓(𝑔) = 𝑒𝐻} 

A congruence class is an equivalence relation such that, with modulo 𝑛 all the group 

elements 𝑔 ∈ 𝐺 are classed such that 

{… , 𝑔 − 3𝑛, 𝑔 − 2𝑛, 𝑔 − 𝑛, 𝑔, 𝑔 + 𝑛, 𝑔 + 2𝑛, 𝑔 + 3𝑛, … } 

Rings 

A ring is a set 𝐴 with operations called addition and multiplication, which satisfy the 

following axioms: 

1. 𝐴 with addition alone is an abelian group such that 𝑎, 𝑏, 𝑒 ∈ 𝐴 with identity element 𝑒 = 0 

and inverse 𝑎−1 = −𝑎 such that 𝑎 + 𝑎−1 = 𝑎 + (−𝑎) = 𝑒 = 0 

a. Since 𝐴 is a group under addition, it is also closed under addition such that for all 

𝑎, 𝑏 ∈ 𝐴 we have (𝑎 + 𝑏) ∈ 𝐴 

b. Since 𝐴 is abelian, it is commutative in addition such that 𝑎 + 𝑏 = 𝑏 + 𝑎 
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2. Multiplication is associative. That is, for all 𝑎, 𝑏, 𝑐 ∈ 𝐴 

(𝑎𝑏)𝑐 = 𝑎(𝑏𝑐) 

3. Multiplication is distributive over addition. That is, for all 𝑎, 𝑏, 𝑐 ∈ 𝐴 

𝑎(𝑏 + 𝑐) = 𝑎𝑏 + 𝑎𝑐            (𝑏 + 𝑐)𝑎 = 𝑏𝑎 + 𝑐𝑎 

a. Multiplication is not necessarily commutative, but if it is, then it is called a 

commutative ring and 𝑎𝑏 = 𝑏𝑎 

b. Multiplication does not necessarily have an identity element, but if it does, then it 

is called a ring with unity, and it is denoted 1 such that 𝑎1 = 𝑎 and 1 ≠ 0 

c. If 𝐴 is a ring with unity, it may have multiplicative inverses such that 𝑎𝑎−1 = 1 

and 𝑎 is then said to be invertible 

If 𝐴 is a commutative ring with unity in which every nonzero element is invertible, then 𝐴 is a 

field. And a field is said to be an integral domain when the following are true for all 𝑎, 𝑏, 𝑐 ∈ 𝐴 

𝑎𝑏 = 0 ⇔ (𝑎 = 0 ∨  𝑏 = 0)                    (𝑎 ≠ 0 ∧ 𝑎𝑏 = 𝑎𝑐) ⇒ 𝑏 = 𝑐 

The integers ℤ with addition and multiplication works, although in that case there is an 

identity element for multiplication, namely 1, and an inverse can be made, namely division. 

Having an inverse and identity for the second operation make the integers a field. A ring, then, can 

be considered a generalization of a field, since a ring does not require the additional structure of 

identity and inverse elements for the second operation. 

Just as with groups, a ring can also have subrings, normal subrings, left and right cosets 

(using either operation), kernel, and congruence classes. 

Quotient Group and Quotient Ring 

A quotient 𝑞 in usual parlance is the result of diving a numerator 𝑛 and a denominator 𝑑 

𝑞 =
𝑛

𝑑
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In abstract algebra, the division is that of the entire set (group, ring) into partitions based on taking 

the left (or right) coset of a subgroup (or subring). For instance, say we have ℤ, the group (or ring) 

of integers, and 𝐽 = 〈4〉 the normal subgroup (or subring) of all integers that are multiples of 4. 

Then each subgroup (or subring) would be given by  

〈4〉 + 𝑎𝑖               𝑎𝑖 ∈ ℤ 

Or, more explicitly 

〈4〉 + 0 = {… ,−12,−8, −4, 0, 4, 8, 12,… } = 0̅ 

〈4〉 + 1 = {… ,−11,−7, −3, 1, 5, 9, 13,… } = 1̅ 

〈4〉 + 2 = {… ,−10,−6,−2, 2, 6, 10, 14,… } = 2̅ 

〈4〉 + 3 = {… ,−9,−5,−1, 3, 7, 11, 15,… } = 3̅ 

And so we see that we have partitioned ℤ into the four subgroups (or subrings) 0̅, 1̅, 2̅, and 3̅. We 

therefore denote this as ℤ 〈4〉⁄  and in general 

ℤ 〈𝑛〉⁄  

Where 〈𝑛〉 is the number of cosets generated by 𝐽 + 𝑎𝑖.  

 More generally, a quotient ring 𝐴 𝐽⁄  is one where 𝐽 ⊲ 𝐴 is the normal subgroup and 𝐽 is an 

ideal of 𝐴 such that (𝐽 + 𝐴) ∈ 𝐽 for all elements of 𝐽 and 𝐴 such that for all 𝑎, 𝑏, 𝑐, … ∈ 𝐴 we have 

𝐴 𝐽⁄ = {𝐽 + 𝑎, 𝐽 + 𝑏, 𝐽 + 𝑐,… } 

With 𝐽 ranging over all elements of 𝑗 ∈ 𝐽. 𝐴 𝐽⁄  with coset addition and multiplication is a ring 

because for all 𝑎, 𝑏 ∈ 𝐴 we have 

(𝐽 + 𝑎) + (𝐽 + 𝑏) = 𝐽 + (𝑎 + 𝑏)               (𝐽 + 𝑎)(𝐽 + 𝑏) = 𝐽 + (𝑎𝑏) 

And 

(𝐽 + 𝑎) + (𝐽 + 0) = 𝐽 + 𝑎               (𝐽 + 𝑎)(𝐽 + (−𝑎)) = 𝐽 + 0 

When 
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𝑎 ∈ (𝐽 + 𝑏) ⇔ 𝐽 + 𝑎 = 𝐽 + 𝑏 

𝐽 + 𝑎 = 𝐽 + 𝑏 ⇔ (𝑎 − 𝑏) ∈ 𝐽 

𝐽 + 𝑎 = 𝐽 ⇔ 𝑎 ∈ 𝐽 

Polynomial Ring 

A polynomial can also be a ring. Say we have the three polynomials 𝑎(𝑥), 𝑏(𝑥), and 𝑐(𝑥) 

such that 

𝑎(𝑥) = ∑𝑎𝑖𝑥
𝑖

𝑛

𝑖=0

= 𝑎0 + 𝑎1𝑥 + 𝑎2𝑥
2 + ⋯+ 𝑎𝑛−1𝑥

𝑛−1 + 𝑎𝑛𝑥𝑛 

𝑏(𝑥) = ∑𝑏𝑖𝑥
𝑖

𝑛

𝑖=0

= 𝑏0 + 𝑏1𝑥 + 𝑏2𝑥
2 + ⋯+ 𝑏𝑛−1𝑥

𝑛−1 + 𝑏𝑛𝑥𝑛 

𝑐(𝑥) = ∑𝑐𝑖𝑥
𝑖

𝑛

𝑖=0

= 𝑐0 + 𝑐1𝑥 + 𝑐2𝑥
2 + ⋯+ 𝑐𝑛−1𝑥

𝑛−1 + 𝑐𝑛𝑥𝑛 

Then it has additive inverse 

−𝑎(𝑥) = (−𝑎0) + (−𝑎1)𝑥 + (−𝑎2)𝑥
2 + ⋯ + (−𝑎𝑛−1)𝑥

𝑛−1 + (−𝑎𝑛)𝑥𝑛 

And it is associative 

[𝑎(𝑥)𝑏(𝑥)]𝑐(𝑥) = 𝑎(𝑥)[𝑏(𝑥)𝑐(𝑥)] 

And has addition 

𝑎(𝑥) + 𝑏(𝑥) = (𝑎0 + 𝑏0) + (𝑎1 + 𝑏1)𝑥 + (𝑎2 + 𝑏2)𝑥
2 + ⋯+ (𝑎𝑛−1 + 𝑏𝑛−1)𝑥

𝑛−1 + (𝑎𝑛 + 𝑏𝑛)𝑥𝑛 

And multiplication 

𝑎(𝑥)𝑏(𝑥) = 𝑎0𝑏0 + (𝑎0𝑏1 + 𝑏0𝑎1)𝑥 + (𝑎0𝑏2 + 𝑎1𝑏1 + 𝑎2𝑏0)𝑥
2 + ⋯+ 𝑎𝑛𝑏𝑛𝑥2𝑛 

Or we can say 𝑎(𝑥)𝑏(𝑥) = 𝑑(𝑥) where 

𝑑(𝑥) = ∑ ∑𝑎𝑖𝑏𝑗𝑥
𝑘

2𝑛

𝑘

2𝑛

𝑖+𝑗=𝑘

= ∑𝑑𝑘𝑥
𝑘

2𝑛

𝑘

 

And if multiplication is distributive over addition 
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𝑑𝑘 = ∑ 𝑎𝑖(𝑏𝑗 + 𝑐𝑗)

𝑖+𝑗=𝑘

= ∑ (𝑎𝑖𝑏𝑗 + 𝑎𝑖𝑐𝑗)

𝑖+𝑗=𝑘

= ∑ 𝑎𝑖𝑏𝑗

𝑖+𝑗=𝑘

+ ∑ 𝑎𝑖𝑐𝑗
𝑖+𝑗=𝑘

 

Giving 

𝑎(𝑥)[𝑏(𝑥) + 𝑐(𝑥)] = 𝑎(𝑥)𝑏(𝑥) + 𝑎(𝑥)𝑐(𝑥) 

We can also divide polynomial 𝑎(𝑥) by polynomial 𝑏(𝑥) such that we get quotient 𝑞(𝑥) with 

remainder 𝑟(𝑥)  

𝑎(𝑥) = 𝑏(𝑥)𝑞(𝑥) + 𝑟(𝑥) 

Where the remainder is either 𝑟(𝑥) = 0 or has deg[𝑟(𝑥)] < deg[𝑏(𝑥)]. The symbol 𝐴[𝑥] is used 

to denote the polynomial ring with coefficients in the field 𝐴. 

A polynomial quotient ring is denoted by 

ℤ𝑞[𝑋] (𝑓(𝑋))⁄  

This is the polynomial ring of variable 𝑋 over the field ℤ modulo 𝑞 where the elements of 

ℤ𝑞[𝑋] (𝑓(𝑋))⁄  are all such that 

𝑐(𝑋) = 𝑟(𝑋)𝑓(𝑋)                    𝑐(𝑋) = ∑𝑐𝑖𝑋
𝑖

𝑛

𝑖=0

, 𝑐𝑖 ∈ ℤ 

For instance,  

ℂ[𝑋] = ℝ[𝑋] (𝑥2 + 1)⁄  

Since any polynomial over the field ℂ can be generated by a polynomial 𝑟(𝑋) ∈ ℝ[𝑋] with 𝑟𝑖 ∈ ℝ 

multiplied by (𝑋2 + 1) 

𝑐(𝑋) = 𝑟(𝑋)(𝑥2 + 1) 

Lattices 

 A lattice ℒ is a vector field with a linearly independent set of basis vectors 𝑏𝑖 that span the 

whole space 
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ℒ(𝑏1, 𝑏2, 𝑏3, … , 𝑏𝑛) = {∑𝑥𝑖𝑏𝑖 | 𝑥𝑖 ∈ ℤ

𝑛

𝑖=1

} 

Where there are 𝑛 basis vectors that are 𝑚 dimensional. The 𝑛 × 𝑚 matrix 𝐵 of the basis vectors 

ℒ(𝐵) = (

𝑏1
1 𝑏2

1

𝑏1
2 𝑏2

2

⋯ 𝑏𝑛
1

⋯ 𝑏𝑛
2

⋮ ⋮
𝑏1

𝑚 𝑏2
𝑚

⋱ ⋮
⋯ 𝑏𝑛

𝑚

) 

This is a square matrix if 𝑛 = 𝑚 and then ℒ(𝐵) is a full-rank lattice. The parallelepiped made from 

the basis vectors is called the fundamental parallelepiped 𝒫(𝑏1, 𝑏2, 𝑏3, … , 𝑏𝑛) and covers the unit 

cell. The unit cell is the 𝑛-dimensional shape that is repeated over the lattice. The volume of this 

fundamental parallelepiped is given by the determinant of the lattice 

det(Λ) = √det(𝐵𝑇𝐵) 

A set of vectors forms a basis when the fundamental parallelepiped does not contain any of the 

lattice points Λ 

𝒫(𝑏1, 𝑏2, 𝑏3, … , 𝑏𝑛) ∩ Λ = 0 

Two bases are said to be equivalent if they can be transformed into one another using a unimodular 

matrix 𝑈 ∈ ℤ𝑛×𝑛, i.e., a matrix with det(𝑈) = ±1. That is, for basis sets 𝐵1 and 𝐵2 of lattice Λ 

𝐵1 = 𝑈𝐵2               𝐵1𝑈
−1 = 𝐵2 

A procedure known as Gram-Schmidt orthogonalization can use the non-orthogonal linearly 

independent basis 𝐵 = (𝑏1, 𝑏2, … , 𝑏𝑛) and make an orthogonal basis (that does not necessarily 

correspond to lattice points) �̃� = (�̃�1, �̃�2, … , �̃�𝑛) using the following formula 

�̃�𝑖 = 𝑏𝑖 − ∑𝜇𝑖𝑗�̃�𝑗

𝑖−1

𝑗=1

          𝜇𝑖𝑗 =
〈𝑏𝑖, �̃�𝑗〉

〈�̃�𝑗 , �̃�𝑗〉
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Where 𝜇𝑖𝑗 is the projection operator for �̃�𝑗 orthogonally onto 𝑏𝑖. The orthonormal basis is given 

by 
𝑏𝑖

‖𝑏𝑖‖
 where ‖𝑏𝑖‖ is the Euclidean norm ℓ2. 

 The shortest nonzero vector in the rank 𝑛 lattice Λ is given by 𝜆1(Λ) where the subscript 

indicates that it is the first in a series known as the successive minima, defined as 

𝜆𝑖(Λ) = inf {𝑟 | dim (span(Λ ∩ �̅�(0, 𝑟))) ≥ 𝑖} 

With �̅�(0, 𝑟) = {𝑥 ∈ ℝ𝑚 | ‖𝑥‖ ≤ 𝑟} is a closed ball around the origin at 0 with a radius 𝑟. The 

shortest vector in the lattice ℒ(𝐵) will be 

𝜆1(ℒ(𝐵)) ≥ min
𝑖=1,…,𝑛

‖�̃�𝑖‖ > 0 

And, for 𝑥, 𝑦 ∈ ℒ(𝐵) there is an 휀 such that  

‖𝑥 − 𝑦‖ > 휀 

Blichfeldt’s theorem 

For a lattice Λ ⊆ ℝ𝑛 and set 𝑆 ⊆ ℝ𝑛 with volume vol(𝑆) > det(Λ) there are two different points 

𝑝1, 𝑝2 ∈ 𝑆 such that 𝑝1 − 𝑝2 ∈ Λ. In other words, if the set 𝑆 takes up a greater volume than the 

fundamental parallelepiped, then it will contain two points that are a distance from each other equal 

to the length of a single basis vector. 

Minkowski’s Convex Body Theorem 

In a full-rank lattice Λ of rank 𝑛, a centrally symmetric convex set 𝑆 with vol(𝑆) > 2𝑛 det(Λ) must 

contain a nonzero lattice point. In other words, a convex shape (e.g., a sphere) with volume greater 

than the fundamental parallelepiped must contain at least one nonzero lattice point.  

 In an 𝑛-dimensional space, we have a ball of radius 𝑟 is 𝐁(0, 𝑟) and a cube inscribed in 

that sphere has a diagonal of 2𝑟. One side of the cube 𝑠 can then be calculated as 𝑠 =
2𝑟

√𝑛
. This 

means that the volume of the cube inscribed in the sphere is (
2𝑟

√𝑛
)
𝑛

. It is the case that 
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vol(𝐁(0, 𝑟)) ≥ (
2𝑟

√𝑛
)
𝑛

 

And  

(
2𝑟

√𝑛
)
𝑛

≤ det(Λ) 

And so, if we have the shortest vector 𝜆1(Λ) = 𝑟 then 

(
2𝜆1(Λ)

√𝑛
)

𝑛

≤ 2𝑛 det(Λ) 

2𝜆1(Λ)

√𝑛
≤ 2det(Λ)1 𝑛⁄  

2𝜆1(Λ) ≤ 2√𝑛 det(Λ)1 𝑛⁄  

𝜆1(Λ) ≤ √𝑛 det(Λ)1 𝑛⁄  

And similarly for the parallelepiped made from the successive minima 𝜆𝑖(Λ) (Minkowski’s 

Second Theorem) 

[∏𝜆𝑖(Λ)

𝑛

𝑖=1

]

1
𝑛⁄

≤ √𝑛 det(Λ)1 𝑛⁄  

Modular Lattices 

A vector space is a linear structure 

over a field with two operations, addition 

of vectors and multiplications by scalars in 

the field. The two operations have identity 

elements, inverses, associativity, 

distributivity, and linearity. A module is 

like a vector space, but instead of being 

over a field it is over a ring. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure AB.1: Hasse diagram of a partially ordered set 
𝑎, 𝑏, 𝑎 ∨ 𝑏, 𝑎 ∧ 𝑏 ∈ 𝑆, where the supremum 𝑎 ∨ 𝑏 is 
the join of 𝑎 and 𝑏, and the infimum 𝑎 ∧ 𝑏 is the meet 
of 𝑎 and 𝑏. 
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 A lattice ℒ is a partially ordered set with unique supremum and infimum. Being partially 

ordered means having the relation ≤ between any two elements such that 𝑎, 𝑏 ∈ ℒ have 𝑎 ≤ 𝑏. 

Being partially ordered means 

𝑎 ≤ 𝑎 (reflexivity) 

𝑎 ≤ 𝑏 and 𝑏 ≤ 𝑎 ⇒ 𝑎 = 𝑏 (antisymmetry) 

𝑎 ≤ 𝑏 and 𝑏 ≤ 𝑐 ⇒ 𝑎 ≤ 𝑐 (transitivity) 

And the elements in a lattice 𝑎, 𝑏 ∈ ℒ has that 

𝑎 ≤ 𝑏 ⇒ 𝑎 = 𝑎 ∧  𝑏 

𝑎 ≤ 𝑏 ⇒ 𝑏 = 𝑎 ∨  𝑏 

See Figure AB.1 for an explanation.  

A modular lattice is one that obeys the modular law 

𝑎 ≤ 𝑏 ⇒ 𝑎 ∨ (𝑥 ∧ 𝑏) = (𝑎 ∨ 𝑥) ∧ 𝑏 

This says that if 𝑎 ≤ 𝑏, then a mapping 𝑓 ∶

[𝑎 ∧ 𝑏, 𝑏] ⟶ [𝑎, 𝑎 ∨ 𝑏] at any 𝑥 is isomorphic 

and reversible (Figure AB.2). 

Dedekind Modular Law 

To discuss the fundamental Dedekind 

modular law, we first need the fundamental 

theorem of homomorphisms (Figure AB.3). If 

we have groups 𝐺 and 𝐻 with function 𝑓 ∶ 𝐺 ⟶

𝐻 such that 

ker(𝜑) ⊴ 𝐺               im(𝜑) ≤ 𝐻               𝐺/ ker(𝜑) ≅ im(𝜑) 

 

 

 

 

 

 

 

Figure AB.2: Modular Law. Any 𝑥 on the 

interval [𝑎 ∧ 𝑏, 𝑏] has an isomorphic and 

reversible mapping 𝑓 onto the interval 

[𝑎, 𝑎 ∨ 𝑏] 
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Then, if 𝑓 ∶ 𝐺 ⟶ 𝐻 is a homomorphism, then 

𝐺/ ker(𝜙) ≅ im(𝜙). This means that we can 

generate a normal group of 𝐺 using ker(𝜑) in 

order to make the quotient group 𝐺 ker(𝜑)⁄ . 

The normal subgroups generated in this way, 

taken as elements of 𝐺 ker(𝜑)⁄ , map onto a 

subgroup 𝐻 with mapping  

ℎ ∶  𝐺 ker(𝜑)⁄ ⟶ 𝐻 

We can then make the mapping 𝑓 = ℎ ∘ 𝜑 such 

that  

𝑓 ∶ 𝐺 ⟶ 𝐻 ≡  ℎ ∘ 𝜑 ∶  𝐺 ⟶ 𝐻 

The Dedekind modular law (Figure AB.4) 

says that if we have group 𝐺 with subgroup 𝑆 ⊆ 𝐺 and normal subgroup 𝐽 ⊲ 𝐺, then 

• The product 𝑆𝐽 ⊆ 𝐺 

• The intersection 𝑆 ∩ 𝐽 ⊲ 𝐺 

• Then 𝑆𝐽/𝐽 ≅ 𝑆 (𝑆 ∩ 𝐽)⁄  

Further, we see that 𝐽 ⊴ 𝑆𝐽 and (𝑆 ∩ 𝐽) ⊴ 𝑆. 

Lattices Over Polynomial Rings 

A polynomial of degree 𝑛 is of the 

form 

𝑎(𝑥) = ∑𝑎𝑖𝑥
𝑖

𝑛

𝑖=0

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure AB.3: Fundamental Theorem of 

Homomorphisms.  

 

 

 

 

 

 

 

 

Figure AB.4: Dedekind Modular Law. An element 

of 𝑆 (𝑆 ∩ 𝐽)⁄  has an isomorphic mapping to an 

element of 𝑆𝐽 𝐽⁄ . 
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Where the coefficients are from a field such as the integers ℤ, the rational numbers ℚ, the real 

numbers ℝ, or the complex numbers ℂ. But it is also possible for the coefficients to come from a 

ring, which we can call 𝐴. Then the set of all polynomials over the ring 𝐴 is denoted 𝐴[𝑥]. If we 

have the set of polynomials over an integer ring, we can use ℤ[𝑥]. This would be, for instance 

𝑎𝑥 𝑎𝑥 ± 𝑐     

𝑎𝑥2 𝑎𝑥2 ± 𝑐 𝑎𝑥2 ± 𝑏𝑥 ± 𝑐    

𝑎𝑥3 𝑎𝑥3 ± 𝑐 𝑎𝑥3 ± 𝑏𝑥 ± 𝑐 𝑎𝑥3 ± 𝑏𝑥2 ± 𝑐𝑥 ± 𝑑 𝑎𝑥4 ± 𝑏𝑥3 ± 𝑐𝑥2 ± 𝑑𝑥 ± 𝑒 … 

𝑎𝑥4 𝑎𝑥4 ± 𝑐 𝑎𝑥4 ± 𝑏𝑥 ± 𝑐 𝑎𝑥4 ± 𝑏𝑥2 ± 𝑐𝑥 ± 𝑑 𝑎𝑥5 ± 𝑏𝑥3 ± 𝑐𝑥2 ± 𝑑𝑥 ± 𝑒 … 

⋮ ⋮ ⋮ ⋮ ⋮ … 

𝑎𝑥𝑖 𝑎𝑥𝑖 ± 𝑐 𝑎𝑥𝑖 ± 𝑏𝑥 ± 𝑐 𝑎𝑥𝑖 ± 𝑏𝑥2 ± 𝑐𝑥 ± 𝑑 𝑎𝑥𝑖 ± 𝑏𝑥3 ± 𝑐𝑥2 ± 𝑑𝑥 ± 𝑒 … 

⋮ ⋮ ⋮ ⋮ ⋮ … 

 

Where 𝑎, 𝑏, 𝑐, 𝑑, 𝑒, … ∈ ℤ. We can then use one of these polynomials as our normal subring. This 

is done with a monic, irreducible polynomial, such as (𝑥2 + 1), which cannot be further factored 

(without using complex numbers). We can then have a quotient ring of polynomials 

ℤ[𝑥] 〈𝑓(𝑥)〉⁄  

Where 𝑓(𝑥) is an irreducible polynomial. For instance, we could use 

ℤ[𝑥] 〈𝑥2 + 1〉⁄  

Where every polynomial 𝑔(𝑥) is generated by 𝑔(𝑥) = 𝑓(𝑥)ℎ(𝑥) = (𝑥2 + 1)ℎ(𝑥), i.e., every 

polynomial is the right coset of ℎ(𝑥) under multiplication. 

 A polynomial over a field is a function that possesses the structure of a vector space. For 

instance, for two functions (polynomials) 𝑓 ∶ 𝑥 ⟶ 𝑦 and ℎ ∶ 𝑥 ⟶ 𝑦 where all 𝑥 lie on some finite 

domain between 𝑎 and 𝑏 such that 𝑥 ∈ [𝑎, 𝑏] we have 

(𝑓 + ℎ)(𝑥) = 𝑓(𝑥) + ℎ(𝑥) 

(𝑐 ∙ 𝑓)(𝑥) = 𝑐𝑓(𝑥) 

A function (polynomial) vector space can have a basis such that any function 𝑔(𝑥) is a 

linear combination of the basis functions 𝑓(𝑥) multiplied by a scalar 𝑐 
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𝑔(𝑥) = ∑𝑐𝑖𝑓𝑖(𝑥)

∞

𝑖=0

 

And orthogonality of the basis functions is given by  

〈𝑓𝑖, 𝑓𝑗〉 = ∫𝑓𝑖(𝑥)𝑓𝑗(𝑥)𝑤(𝑥)𝑑𝑥 = 0 

Where 𝑤(𝑥) is a weighting function. In other words, the inner product of two functions is the 

continuous sum of the two functions multiplied by each other. When this is equal to zero, the 

functions are orthogonal. 

 A polynomial over a ring possesses the structure of a modular lattice with the coefficients 

as the components. For instance, the polynomial 𝑓(𝑥) ∈ ℤ3 

𝑓(𝑥) = 4𝑥2 − 3𝑥 + 5 

Is the coordinate in the lattice 𝜆 ∈ Λ 

λ = (
4

−3
5

) 
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Appendix C 

Quantum Computer Hardware 

 There are several different kinds of quantum computer. Superconducting qubit (Metcalfe, 

et al., 2007; Manucharyan VE, 2009; Houck, 2009; Barends, 2013; Arute, 2019; Roth, 2021), spin 

qubit (Loss, 1998; Watzinger, 2018; Vandersypen, 2019; Wang R. D., 2019; Hendrickx N. W., 

2020; Hendrickx N. W., 2021; Wang K. X., 2022; Piot, 2022; Ramanandan, 2022), neutral atom 

(Henriet, 2020; Graham, 2022; Shuo Ma, 2022; Jenkins, 2022), nitrogen vacancy center 

(Schreyvogel, 2015), NMR (Cory, 1997), and trapped ions (Cirac, 1995; Nielsen M. A., 2011) are 

just a few. All of them are techniques for both controlling and measuring the quantum states of 

particles while trying to minimize quantum decoherence (Bacon, 2001; Saki, 2019; Martinez, 

2022). The most popular method is the superconducting qubit, which is used by the likes of Google 

(Arute, 2019), IBM (IBM, 2018; Gambetta, 2019), and Intel (Intel, 2015). As such, it is the 

superconducting qubit quantum computer that I will briefly describe in this appendix. 

 The organization of the hardware can be broken down into four parts. First, there is the 

quantum register where we have the qubits, then the control and measurement plane where the 

qubits can be manipulated via quantum gates and measured, then the control processor plane 

where the algorithmic sequences are controlled, and then the host processor, which is a 

conventional computer that allows the quantum computer to be accessed and controlled by users 

using conventional computers (Friis, 2018; Grumbling, 2019; Middleton, 2021). The first two 

parts, the quantum register and the control and measurement plane, are located in the quantum 

chipset (Figure AC.1), and along with the third part, the control processor plane, are inside the 

supercooled refrigerator enclosure (Khan & Robles-Kelly, 2020; Dilmegani, 2021). 

The superconducting quantum qubit computer uses a superconductor at cryonic 

temperatures in order to measure quantum effects of Cooper pairs at the classical limit using 



78 
 

Josephson junctions. Let me break that sentence down. First, a superconductor is a material that 

conducts charge with zero resistance (Combescot, 2022). This occurs at extremely low 

temperatures (Bardin J. C., 2020a), on the order of 

𝑇 =
ℏ𝜔

𝑘
≈ 50 𝑚𝐾 

Where 𝑇 is temperature, 𝑘 = 1.38 × 10−23  𝐽 𝐾⁄  is Boltzmann’s constant, 𝜔 is the frequency of 

the LC resonator (i.e., circuit containing inductor and capacitor that stores energy at a particular 

frequency (Boylestad, 2015)), ℏ is the reduced Planck constant, and 𝑚𝐾 is the temperature units 

millikelvin. This temperature allows for the formation of electron Cooper pairs in what is called a 

Bose-Einstein condensate, where quantum effects can be measured at the classical limit (Bose, 

1924; Einstein, 1924). To have < 1% noise, the temperature needs to be at least 5 times lower, 

and so ≤ 10 𝑚𝐾 is required (Bardin J. C., 2020a). These Cooper pairs are essentially single 

particles composed of two electrons, each with a half-integer spin, thus adding up to an integer 

 

 

 

 

 

 

 

 

 

 

 

 

Figure AC.1: Basic architecture of a quantum computer (Khan & Robles-Kelly, 2020). 
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spin particle (Cooper, 1956; Nakamura, 1999; Bouchiat, 1998; Schneiderman, 2007). As an integer 

spin particle, the Cooper pair can act more like a boson than a fermion, allowing for unimpeded 

charge flow. Because the temperature is so low, all the particles occupy the lowest possible energy 

level. As such, quantum effects, such as discrete magnetic flux quanta, can be measured classically. 

This is done over what is called a Josephson junction (Josephson, 1962; Anderson & Rowell, 1963; 

Josephson, 1974), which is a non-superconducting connector between two superconductors, such 

that there is a phase difference between the wavefunctions of the particles in the two 

superconductors, giving the Josephson junction a nonlinear inductance that can be calculated and 

measured (Tinkham, 1986). The qubits (Cooper pairs) are able to be put into a superposition state 

through what is called a 𝜋 pulse, which in a quantum computer is a pulse of microwave radiation 

(Wolfowicz, 2016; Bardin J. C., 2020a; Bardin J. C., 2020b; Alexander, 2020) that alternates at 

the Rabi frequency 𝜔𝑛, where 𝑛 is the transition, e.g., from 𝜔1 = |0⟩ ⟶
|0⟩+|1⟩

√2
. The pulses need 

to be within the time interval 0 < 𝑡 <
𝜋

𝜔1
 in order to obtain the superposition (Le Bellac, 2006). 

The difference in frequency between the states |0⟩ and |1⟩ can be measured across the Josephson 

junction. 

 

 

 

 

 

 


